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INTRODUCTION: 
Thinking AbouT AsymmeTry 
Ilan Berman

Irregular war is as old as conflict itself. For as long as warring nations 
have sought to settle their differences through force of arms, weaker 

states have tried to gain the upper hand by implementing unconvention-
al, unexpected and subversive tactics in their pursuit of victory on the 
battlefield.

At least in part, the appeal of asymmetry derives from expediency. 
Throughout the ages, states with fewer resources have found themselves at 
a strategic disadvantage in their confrontations with larger, better-armed 
and more capable adversaries. In response, these nations have traditionally 
employed a range of strategies designed to deter the outbreak of hostili-
ties.1 But, if conflict nonetheless did occur, these same states invariably 
gravitated to asymmetric tactics, animated by the understanding that such 
approaches, if harnessed judiciously and implemented astutely, could help 
ameliorate the inherent strategic imbalance they labored under. 

Ideology undoubtedly plays a role in the appeal of asymmetry as 
well. For some states, the traditional rules of the road governing warfare 
between nations simply do not apply. In antiquity and the Dark Ages, 
the concept of “total war” was widespread, and practiced by numerous 
states and sovereigns. This entailed the conscription of large segments of 
one’s population into military service, as well as the widespread use of 
what could be termed “scorched earth” tactics on the territory of one’s 
enemies.2 Until constraints on the use of force during wartime began 
to appear following the Thirty Years’ War—a process that accelerated 
in the 19th and 20th centuries, culminating in the corpus of rules and 
regulations that is known today as international humanitarian law—it 
could be said that, when states went to war with one another, they did 
so in their entirety. 
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Yet, even now, despite the best efforts of international jurists and 
statesmen, such constraints are far from universally accepted and ob-
served. Restrictions on the methods and means of warfare are routinely 
violated or rejected by aggressive, revisionist states (ranging from Saddam 
Hussein’s Iraq to the regime of Kim Jong-un in North Korea). They are 
also eschewed by radical non-state actors like al-Qaeda and the Islamic 
State, who do not see themselves as bound by any norms other than those 
derived from their own extremist theology.3

Ultimately, however, the appeal of asymmetric warfare derives 
from a simple, enduring truth: it is both affordable and effective. For states 
seeking advantage over their adversaries, or for countries that want to ad-
vance their goals in ways that are simply not possible on the conventional 
battlefield, the use of irregular tactics, strategies, and weaponry represents 
a grand equalizer. For this reason, history is rife with examples of asymme-
try as a tool of politics and strategy.

asymmeTry in hisTory
Perhaps the greatest classical case of asymmetric warfare was the Pelopon-
nesian War (431-404 BC), which pitted the sea-faring Greek city-state 
of Athens against rival, and land-locked, Sparta. The Athenians, while 
dominant on the high seas, could not match the Spartans on land—a 
natural by-product of their diametrically opposed political systems. But 
the Athenians leveraged their asymmetric advantage, roaming the seas and 
carrying out pinpoint attacks on sensitive (and less well defended) spots 
controlled by Sparta. This strategy led to significant Athenian victories 
at Pylos and Sphacteria, before Sparta’s ultimate victory as a result of its 
destruction of the Athenian fleet. 

Yet the Peloponnesian War, subsequently immortalized in prose 
by Thucydides, was only the most prominent example of a long and 
bloody history of irregular warfare in Western conflicts. Thus, in his mil-
itary response to the famous Carthaginian general Hannibal during the 
Second Punic War (218-202 BC), Roman dictator Quintus Fabius Max-
imus Verrucosus utilized a strategy that favored small-scale attacks and 
subterfuge over a full-scale frontal assault on Hannibal’s superior forc-
es—an approach so successful, that it came to be known as the “Fabian 
Strategy.”4 At around the same time, the hill tribes of Spain engaged in a 
protracted guerilla campaign against Roman conquest, utilizing irregular 
warfare to confront the Empire’s superior forces, at least for a time.5 

Some two centuries later, the pagan Druids used similar tactics in 
their persistent resistance to Roman control over Britain, until they were 
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finally defeated and dispersed in the second invasion of Anglesey in AD 
77. Subsequently, between the 7th and 10th centuries, Viking raids on the 
British Isles confronted the kingdoms of Norway, Denmark, Northumbria 
and the East Angles with a intractable irregular foe.6 Thereafter, the Hun-
dred Years’ War (1337-1453) saw English cavalry forces engage in small-
scale raids (known as chevauchee) throughout the French interior in order 
to wear down the resistance of French forces.7 Guerrilla strategy would re-
surface once again during the Napoleonic Wars of the early 1800s, which 
witnessed a protracted irregular campaign against Napoleon’s “Grand Ar-
mee” by bands of Spanish partisans on the Iberian Peninsula.8

Irregular war was far from a uniquely Western phenomenon, 
however. Its usage has been ubiquitous in virtually every martial tradition 
the world over. Thus, the birth of Islam in 7th century Arabia was followed 
by a sustained military offensive to spread the faith from its place of origin 
to the broader Gulf and Levant. This campaign, in turn, entailed the use 
of both conventional and unconventional strategies by its proponents in 
expanding the fledgling religion’s geographic reach.9 And once the Islamic 
empire was established, in turn, the need for asymmetric advantage by 
factions within it spawned the creation of sects like the Order of Assassins, 
which carried out a string of political murders that deeply influenced the 
geopolitical balance of the empire, until it was wiped out by the Mongols 
(themselves an irregular armed force) in the late 13th Century.10 

Likewise, in Asia, the rigid strictures of feudal Japan led to the 
rise of an entire clandestine warrior class known as the ninja, which op-
erated outside of the confines of the formal strategy and tactics employed 
by samurai in the service of their daimyo, or lord.11 And in his quest for 
dominance over Chiang Kai-shek’s superior nationalist forces in 1940s 
and 1950s China, Communist rebel Mao Tse-tung embraced the need 
for asymmetric warfare, counseling his followers to wage a people’s war 
that relied on the local populace for camouflage and sustenance.12 Their 
resounding success in doing so was one of the keys in turning the tide of 
both battle and popular opinion against the Kuomintang, resulting in the 
establishment of the People’s Republic of China in October of 1949. 

Yet, despite the ubiquity of asymmetry throughout history, it was 
not until the end of the Cold War that this dimension of warfare could 
be said to have truly come of age. The end of the superpower struggle 
between the U.S. and the Soviet Union, and the collapse of the bipolar 
balance of power that had dominated the preceding four decades, ushered 
in a new era punctuated by the flaring of long-moribund ethnic tensions13 
and the unleashing of sectarian furies.14 In this environment, strategies 
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that exploited the inherent asymmetry of the modern-day battlefield and 
the rapid proliferation of cutting-edge technologies took on new—and 
grave—salience. 

asymmeTry Today 
In 1999, Qiao Liang and Wang Xiangsui, two colonels in China’s People’s 
Liberation Army (PLA), published a seminal book on military strategy. 
Entitled Unrestricted Warfare and intended to provide China’s national 
leadership with new strategic options against the United States, it outlined 
the asymmetric means by which a smaller or weaker state could defeat a 
more advanced adversary without resorting to extensive and costly direct 
military confrontation. Among the strategies outlined within the pages 
of Unrestricted Warfare were the heretofore poorly understood concepts 
of lawfare (the use of international organizations or legal forums to shape 
policy outcomes), economic warfare (the leveraging of economic power in 
various forms against an adversary), network warfare (the use of computer 
systems and cyberspace to attack interconnected industries and commu-
nications hubs), and terrorism (the employment of terrorist proxies as a 
means of applying pressure upon target nations). Other topics, including 
the use next generation weaponry and unconventional usage of existing 
strategic capabilities, were also discussed at length.

In the nearly two decades since, the principles propounded in 
Unrestricted Warfare have received significant scrutiny from the U.S. mili-
tary—at least in the context of China. The U.S. government has conclud-
ed that the tactics and technologies suggested by the authors of Unrestrict-
ed Warfare have helped inform the Chinese government’s prioritization 
of “assassin’s mace” (shashi-jouan) weapons, among them laser weapons, 
electromagnetic pulse weapons, and anti-missile defense systems. Consid-
erable work has consequently been carried out by U.S. scholars to identify, 
explain and contextualize China’s asymmetric military capabilities. 

Comparatively less well understood, however, is the fact that the 
concept of “unrestricted warfare” now being championed by China is not 
unique. In actuality, the post-Cold War dominance of the United States in 
global affairs has led many of America’s contemporary adversaries to adopt 
similar strategies in their warfighting, and prioritize their development of 
weapons systems or tactics capable of granting them an asymmetric ad-
vantage vis-à-vis the United States. 

Thus, much has been made of the “hybrid warfare” that has been 
employed by Russia in its campaign against Ukraine since 2014, and the 
potential implications for both Europe and the United States in the event 
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of a future conflict with Russia over territory in Eastern Europe.15 Similar-
ly, the Islamic Republic of Iran has invested heavily in the development of 
indigenous cyberwarfare capabilities, utilizing this emerging skill-set both 
to carry out demonstration attacks against Western targets and as a means 
of deepening repression within its own borders.16 The Iranian regime, 
moreover, is known to have already tested what is at least a rudimentary 
electromagnetic pulse (EMP) capability as a potential warfighting tool, 
and has endorsed the use of the same against the United States.17 North 
Korea, meanwhile, has fielded a formidable cyber warfare capability of its 
own, one that—while aimed most directly at the neighboring Republic of 
Korea—can also be leveraged against the United States, to considerable 
effect.18 This competence, moreover, has been coupled with investments in 
tactics (such as submarine anti-access/area-denial19) that make Pyongyang, 
despite its ongoing economic hardships, an increasingly formidable foe in 
the event of a conflict in the Asia-Pacific. 

Asymmetric warfare, in other words, can be said to now be the 
“new normal” for those nations seeking to compete with the United States 
on the world stage. Unable to challenge the conventional military supe-
riority of the U.S. in the post-Cold War era, more and more countries 
(both adversaries and competitors) have turned to asymmetric tactics and 
technologies as a means of securing a strategic advantage in the event of 
conflict with America. 

With the notable exception of China, which has been the sub-
ject of considerable scrutiny by the Pentagon over the past decade20, the 
U.S. government as a whole has lagged in its understanding of such ca-
pabilities. The U.S. military may now be engaged in extensive study of 
Russian “hybrid warfare” and military capabilities at both the combatant 
command and joint force level.21 Similarly, the U.S. intelligence commu-
nity has recently made significant advances in its understanding of Iranian 
cyberwarfare capabilities.22 Nevertheless, the U.S. government as a whole 
still requires a far better understanding of such tactics and methods be-
ing developed by potential adversaries worldwide. Just as important, it 
is necessary to ascertain with greater clarity which tactics pose particu-
larly attractive asymmetric strategies for qualitatively inferior competitor 
states—and, as a result, which are likely to be employed in the event of a 
conflict with the United States by potential adversaries who cannot match 
American military might, either qualitatively or quantitatively. 
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sCope and Vision
The pages that follow represent an attempt to correct this deficiency. 
However, this volume is not intended to be a comprehensive review of 
asymmetric strategy as it pertains to any of the countries detailed herein. 
Indeed, a thorough review of the irregular strategies and technologies 
adopted by just one of the nations covered in this study would be sufficient 
content for many scholarly volumes. 

Rather, the goal of this collection is to provide an overview of the 
strategic culture, historical influences, and contemporary focus of four 
distinct threat actors—China, Russia, North Korea, and Iran—as it per-
tains to the application and implementation of asymmetry in warfare. It 
is not a coincidence that the countries listed herein all conceive of them-
selves, in varying ways, as adversaries of the United States, whether or not 
it is expedient, as a matter of American politics, to label them as such. 
Indeed, as the pages that follow amply demonstrate, Chinese military lit-
erature, like that of Russia, and North Korean strategic thought, as well as 
its Iranian analogue, are all unequivocal about the need to confront, fight, 
and defeat the United States of America by any means necessary. Because 
of the predominance of the U.S. in contemporary economics, geopolitics, 
and military affairs, such a conversation is necessarily one about the use of 
asymmetry. Quite simply, strategists in Beijing, Moscow, Pyongyang, and 
Tehran have become convinced that they need to develop new tools and 
tactics to successfully confront America’s superior might. 

Understanding these priorities is essential if U.S. officials are to 
make informed choices about the threats confronting the country today, 
and the tactics and technologies by which they in turn can best be ad-
dressed.
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For China, asymmetric warfare represents a new tactic with continu-
ing—indeed, growing—salience in the contemporary age. As Major 

General Wang Zhengde, then the commandant of the People’s Libera-
tion Army (PLA) Information Warfare University, made clear in his 2007 
book A Discussion of Information Confrontation, asymmetric warfare is 
fundamentally a traditional means of operational confrontation that has 
been adapted to contemporary conditions.1 Put simply, this means to use 
one’s own strong points and capabilities to attack what one sees as the 
enemy’s weaknesses. Doing so may involve the use of terrain, tactics, or 
the application of new or different technologies. Nevertheless, in the past 
two decades, the concept of asymmetric warfare seems to have taken on a 
near-mystical meaning in military literature the world over, and China has 
proven to be no exception in this regard. 

Over the course of the late 1990s and in the early years of the 
21st Century, a series of publications by PLA officers extensively explored 
possible new ways of organization and warfighting for the Chinese mili-
tary. Much of this thinking emerged from the PLA’s research and teaching 
institutions. In some cases, although the ideas were aspirational, they also 
were meant to urge the Central Military Commission (CMC), the Com-
munist Party’s political leadership and high command, to move the PLA 
in these directions. A common denominator in these publications was the 
recognition that the U.S., as a potential adversary, was more advanced 
technologically than China, and additionally possessed strong power pro-
jection capabilities. Among the principal recommendations offered in re-
sponse was a need to develop asymmetric or “assassin’s mace” weapons—

The Chinese WAy of AsymmeTriC 
WAr

Larry M. Wortzel 
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powerful offensive capabilities that would help a weaker power counter a 
stronger one.

Thus, in what is arguably the best known Chinese work on asym-
metric war, 1999’s Unrestricted Warfare, two PLA political officers ad-
vocated the use of a combination of legal warfare, information warfare, 
and space warfare directed against an enemy and its populace, combined 
with the development of “new concept weapons” for the PLA.2 Several 
years later, in 2006, a team of writers from the PLA Academy of Military 
Science, in a publication entitled Integrated Aerospace Information Opera-
tions, also called for the capacity to conduct long-distance air operations 
supported by better satellite-based intelligence surveillance and reconnais-
sance, electronic warfare, space warfare and anti-satellite programs.3 That 
year, two PLA Air Force officers, in The Study of Integrated Aerospace Oper-
ations, also argued for the capacity to conduct long-distance air operations 
combined with information warfare, space warfare and anti-satellite pro-
grams.4 Then, in 2007, A Discussion of China’s National Maritime Interests 
explored how the PLA can strengthen its capacity to carry out external 
missions for “comprehensive national security” that will protect the grow-
ing global economic and political interests of a nascent great power.5 The 
same year, in the book Long-Distance Operations, a department chief at the 
Academy of Military Science complained that China and its population 
are vulnerable to various forms of conventional attacks by distant powers 
whose own populations are insulated from military attack, except by nu-
clear weapons.6 The author argued that China needed the capacity to carry 
out expeditionary activities, including attacks on an adversary’s homeland. 
And in 2009, the book Unhappy China called for a navy that can operate 
on the high seas, commenting that the escort operations the PLA Navy 
was conducting off the coast of Africa were not sufficient for national se-
curity or to protect sea lines of communication (SLOCs).7

The roots of this focus on asymmetric tactics can be traced back 
to the first Gulf War. The PLA had followed closely the trends in the 
United States related to network-centric warfare and the harnessing of in-
telligence, surveillance and reconnaissance in support of precision military 
strikes against the regime of Saddam Hussein in Iraq. Military thinkers 
in China were startled by America’s ability to conduct operations across 
the domains of war and the ease and rapidity with which it succeeded in 
collapsing the Russian-equipped Iraqi Army.8 This stimulated an intense 
effort on the part of the PLA to develop better C4ISR (Command, Con-
trol, Communications Computers, Intelligence, Surveillance and Recon-
naissance) and networked command and control. 
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The American capabilities displayed during Operation Desert 
Storm were themselves the product of an extensive evolution. They had 
their roots in the concept of “offset strategies”—strategies designed to 
compensate for asymmetric differences in military capabilities between 
one’s own force and a likely opponent—that had been developed in the 
United States beginning in the 1950s. These “offsets,” in turn, laid the 
groundwork for the dominant U.S. battlefield victories of the first Gulf 
War. For its part, the People’s Liberation Army has studied U.S. strategy 
carefully, and worked diligently to both copy it and to counter it. 

asymmeTry and Chinese doCTrine
In doing so, Chinese military thought has drawn heavily on classical strat-
egy. Thus, referring to asymmetry in warfare, the authors of The Science of 
Military Strategy 2013 cite Sun Tzu’s directive from The Art of War that “in 
order to exact many victories, one must use asymmetric 非对称 means 
(use surprising military movements).”9 The official Chinese Foreign Lan-
guages Press version of The Art of War explains the concept of “momentum 
势” this way: Sun Tzu cautions that an army must use a combination of 
direct, normal offensive and defensive moves 正; and unusual, unexpect-
ed, or sudden surprising moves 奇, such as flanking attacks; the prototyp-
ical form of asymmetry.10  

Roger Ames, in his translation of The Art of War, renders this pas-
sage as “Generally in battle use the ‘straightforward’ [approach] to engage 
the enemy and the ‘surprise’ to win victory.”11 The references to asym-
metry in The Science of Military Strategy highlight China’s long history 
of—and extensive familiarity with—asymmetric warfare. 

This familiarity has deeply influenced contemporary Chinese 
warfighting doctrine. As scholar Michael Pillsbury explains, there is a link 
between asymmetric means of warfare in Chinese literature and the use of 
special, surprise weapons, which they call “assassin’s mace” weapons, that 
will deliver a “killing blow” to the enemy.12

Specifically, China’s military strategists anticipate a number of po-
tential asymmetries in warfare:

• Asymmetries of power where the enemy is weak and China 
is strong;

• Asymmetries of power where China is strong and the enemy 
is weak;

• Asymmetries of maneuverability on the battlefield;
• Asymmetries of technological levels between adversaries.13
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Of particular concern to Chinese planners is the so-called “Tai-
wan scenario,” in which more powerful Chinese forces face a weaker ene-
my, but a more powerful enemy force may intervene in the conflict on the 
side of China’s enemy.14 This has driven official Chinese convictions that, 
regardless of the differing levels of technology in a conflict, the PLA must 
be prepared to defeat high technology with low technology and concen-
trate superior forces at the right place on the battlefield.

Not surprisingly, there exists a rich discussion of the role of asym-
metry in military operations in Chinese literature. One PLA Blog, Tie Xue 
Wang (Iron and Blood Network) on Baidu.com, has an index of 25 arti-
cles and discussions of situations where China may encounter asymmetric 
military operations in war.15 Some writers for the forum argue for the use 
of “assassin’s mace weapons” in the event of war with the United States, 
including the use of drones, robots, and attacks in space. Others have ex-
pressed fears that the U.S. could employ electromagnetic pulse weapons to 
disrupt China’s economy and communications. This thinking has found 
its way into official literature; a 2012 article in the PLA Daily newspaper 
analyzed U.S. exercises and thinking about the conduct of asymmetric 
warfare, arguing that the U.S. is forcing other countries to keep up with 
its own rapidly advancing breakthroughs in asymmetry such as “full spec-
trum operations,” space warfare, cyber warfare, smart weapons, command 
automation, and the concept of pre-emptive strike.16 

PLA authors are careful to couch their discussions of asymmetric 
weapons and technologies in defensive terms.17 However, the PLA invari-
ably chooses the United States as the most dangerous and militarily ad-
vanced opponent it may face (followed by Japan). And when PLA writers 
think of operational scenarios where these weapons might be employed, 
it is in places where U.S. interests conflict with those of China, and where 
the PLA fears the U.S. may intervene—for instance, a conflict with Japan 
over the Senkaku Islands, which China claims; a conflict in the South 
China Sea; or, most seriously, a conflict precipitated by unilateral Chinese 
action against Taiwan.18 

Asymmetric warfare, in the eyes of Chinese planners, is a natural 
response to military challenges, especially those they perceive from a more 
advanced power. To paraphrase one recent article in the Chinese military 
press, asymmetric warfare is the natural process of war and is a way for 
the weak to defeat the strong, a concept that dates back to the battle of 
David and Goliath.19 In the modern age, the author argues, this means 
“platform-led battles, the effectiveness of position and maneuver, informa-
tion operations with information-oriented systems support.”20 He views 
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asymmetric tactics as a way to gain “high differences in strategic power.” 
This viewpoint is consistent with the exhortations of China’s president 
and Central Military Commission Chairman, Xi Jinping, who in Novem-
ber 2015 urged the PLA “to ‘stand in strategic commanding heights’ in 
future competition and promote innovations to drive the army’s fighting 
capability, calling for more to be done in developing national defense sci-
ence and technology, including frontier research in both major technology 
and new concepts.”21 

Warfare in The Cyber domain
The PLA thinks of the effects of a conflict in cyberspace in much the 
same fashion that it conceives of conflicts in other domains of war. The 
authors of the 2013 edition of The Science of Military Strategy argue that, 
in the information age, networks are the “basic foundation of society and 
have become critical for national security and the development of nation-
al interest and a major new domain for military conflict.”22 In wartime, 
according to them, countries must “maintain the initiative for military 
confrontation and maintain network superiority.”23 For the PLA, infor-
mation networks comprise the hardware, software, equipment, electronic 
information storage devices, exchange systems for C4ISR, as well as means 
to provide for system maintenance and security.24

Thus, military information networks in contemporary times are 
“critical to all aspects of daily life… and are the core of military power and 
activities.”25 This change in the nature of the way war is conducted rep-
resents an evolution in warfare. Notably, the PLA does not see offensive 
network operations as the same as conflict involving nuclear weapons, be-
cause of the destructive nature of the latter. Nonetheless, PLA researchers 
believe that offensive operations against an adversary’s information sys-
tems “can inflict serious damage on people, the economy, and cause great 
financial losses.”26 All of this is designed to coincide with a psychological 
operations and information strategy designed to make an enemy pop-
ulation give up on their leaders’ war plans. The U.S., Russia, India and 
Japan are the nations that Chinese strategists cite as actively preparing for 
military conflict in the “network domain” of war.27 In the military arena, 
the PLA sees computer network operations in future warfare as giving the 
initiative to the side that uses them first and most effectively in order to 
“startle the enemy, providing a new form of threat.”28

The PLA moved into the Information Age later than did Western 
armed forces, and with a lower educational base among its service mem-
bers. For decades, military culture in China emphasized the importance of 
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people, not advanced equipment. Military operations focused on massed 
forces and fire—the same strengths China had brought to bear in the 
Korean War.29 Although the PLA had mature electronic warfare forces, it 
lagged behind the U.S. and Russia in its employ of computerized systems 
and information networks. 

Today, however, China’s military fully embraces the Information 
Age and is ensuring that PLA units have the necessary information sys-
tems. Over a period of about two decades, the PLA combined mechanized 
warfare and joint operations with electronic warfare, cyberwarfare, what 
the PLA calls “firepower warfare,” and precision strike. Ye Zheng of the 
PLA Academy of Military Science, in a major publication on the topic, 
called for informationized operations “that are derived from the basis of 
mechanized operations moving from ‘platform-based operations’ to sys-
tematized operations and network-centric operations.”30 For the PLA, 
accomplishing this task means depending on cyber systems and linking 
cyber, C4ISR and satellites. 

China’s military doctrine treats networked information systems 
as an “offset” in warfare, to support all forms of military operations, rein-
force space, ground, and service-based networks, modernize logistics with 
information networks, and ensure that defense mobilization is networked. 
PLA strategists argue that battlespace awareness is the core of information 
age warfare, which means that one’s forces must be able to destroy or 
jam the adversary’s systems that are fundamental to situational awareness. 
Given this, PLA experts believe that “information age warfare will take 
place in a range of strategic battle-space: land, maritime, air, space, and 
‘knowledge areas.’”31 

The degree to which individual units or combat platforms are tru-
ly integrated into a data-sharing and command system varies in the PLA 
by service, branch, and arm. In major ground formations (infantry, armor, 
artillery), few units are networked below the brigade or regimental lev-
el. In the PLA Navy, the majority of surface combatants and submarines 
have the communications and data-sharing capabilities to be networked, 
as do PLA Air Force combat and support aircraft and Second Artillery 
Corps missile-firing battalions. By comparison, in the U.S. military the 
networked C4ISR system extends to every major combat platform and 
organization—often down to the rifle squad or individual combat vehicle. 
All aircraft and ships are within the networked system.32 

Nevertheless, Chinese military planners have gravitated toward a 
new doctrine of “integrated network electronic warfare,” or INEW, entail-
ing a “combined application of computer network operations and elec-
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tronic warfare used in a coordinated or simultaneous attack on enemy 
C4ISR networks and other key information systems.”33 INEW is a “systems 
versus systems” form of military confrontation on the twenty-first-century 
battlefield—one that is dependent on space, cyber, and various informa-
tion technologies.34 One objective is to destroy the enemy’s C4ISR, to 
blind the enemy and prevent enemy forces and commanders from com-
municating. But the PLA also wants to inflict battlefield casualties on 
an enemy force and to disrupt logistics, resupply, and personnel systems 
in the enemy’s homeland so that combat losses cannot be restored and 
the deployed force cannot sustain battle. They would do this with soft 
strikes like cyber-attacks or electronic warfare and hard strikes involving 
firepower.  

At the same time, the PLA sees cyber warfare as a critical com-
ponent of information operations and information warfare. The Chinese 
military takes a holistic view of these operations as part of Information 
Age warfare.35 It is important to realize that, for the PLA, computer net-
work attacks are more than just a form of cyber warfare. Computer net-
work attack may be aimed at gathering information or intelligence, dis-
rupting an adversary’s knowledge systems, confusing or misleading the 
enemy, or blinding and disabling an enemy. 36 The PLA also understands 
that cyberwarfare will necessarily involve space and satellites as well as the 
Internet. Indeed, in its 2016 reorganization of the PLA, the Chinese lead-
ership created a separate service, the Strategic Support Force, which will 
likely manage these operations.37

Cyberwarfare takes place in the electromagnetic spectrum, thus 
there is a good deal of conceptual and operational overlap with traditional 
electronic warfare. These operations are designed to penetrate, exploit, 
and perhaps damage or sabotage through electronic means an adversary’s 
“information systems and networks, computers and communications sys-
tems, and supporting infrastructures.”38 Not only are cyber operations 
part of INEW, but they also are closely linked to operations in space and 
to traditional forms of espionage or information-gathering. Indeed, most 
thinking about cyberwarfare in China is “an extension of its traditional 
strategic thinking.”39 

China’s cyber activities are extensive, and are conducted not only 
by the PLA, but by the Ministry of State Security as well.40 Experts James 
Lewis and Simon Hansen argue that “China’s cyber doctrine has three 
elements: control of networks and data to preserve political stability, es-
pionage to build China’s economy and technological capabilities, and 
disruptive acts aimed at damaging an opponent’s military command and 
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control and weapons systems.”41 At the national level, these efforts are run 
by a small leading group on cyber security and internet management that 
is headed by Xi Jinping.42 Aspects involving domestic political stability are 
critically important and the Party Propaganda Department influences ac-
tivities, but, according to scholar Adam Segal, “at least six different agen-
cies and ministries—the Ministry of Public Security, State Encryption Bu-
reau, State Secrets Bureau, Ministry of State Security, Ministry of Industry 
and Information Technology, and People’s Liberation Army—have input 
into cybersecurity policy.”43

China thus conducts computer network operations for a variety 
of reasons, among them: to strengthen political and economic control in 
China; to complement other forms of intelligence collection and gather 
economic, military, or technology intelligence and information; to recon-
noiter, map, and gather targeting information in foreign military, govern-
ment, civil infrastructure, or corporate networks for later exploitation or 
attack; to support its own offensive or defensive military operations; to 
conduct the exploitation or attacks using the collected information; and 
to develop defenses or conduct defensive operations in the PLA’s (and 
China’s) own cyber systems. 44 

eleCTromagneTiC pulse (emp)
Another development underway in China is the taking of “undirected 
energy,” the effects of a high altitude detonation of a nuclear weapon that 
creates a highly destructive electromagnetic pulse (EMP), and turning it 
into better controlled forms of directed energy. As in the cases of space and 
missiles, there is a serious competition underway between China and the 
United States to develop and refine EMP weapons, and the PLA is actively 
working on this area of technology.45 

The PLA is well aware that the U.S. used an EMP generator to 
produce an electromagnetic pulse that attacked enemy command and 
control systems in the 1999 operations in Kosovo and subsequently in the 
2003 Iraq war. The PLA Daily calls this type of EMP weapon a “knowl-
edge killer,” because it destroys command and control and data exchange 
systems.46 But research publications and internet discussions on military 
affairs from China indicate that the People’s Liberation Army is likewise 
aware that EMP weapons and bursts can be refined so the footprint of 
their effects are adjusted to affect enemy forces without necessarily dam-
aging friendly electronic equipment. The PLA also seems to be experi-
menting with generating EMP effects without the detonation of a nuclear 
weapon. Postings by military retirees and aficionados on China’s Iron and 
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Blood Network47 provide a running commentary on the PLA’s progress on 
such weapons—which gives every indication of being be both mature and 
in progress. 

A now-declassified study of Chinese research in high power ra-
dio frequency weapons produced by the U.S. Army National Ground In-
telligence Center (NGIC) in 2001 makes clear that the Chinese defense 
establishment has long studied how to use electronic pulses to destroy 
the electronics in enemy satellites and weapon systems.48 Although the 
NGIC study examines high power microwave weapons, it is clear that 
the PLA sees the broader capability to render advanced enemy electronics 
systems inoperable as an important component of battlefield success. In-
deed, while this discussion focuses on how the PLA and China’s defense 
planners understand and think about using EMP in warfare, they often 
discuss EMP weapons along with other forms of electrical pulse weapons 
such as radio frequency weapons (RF), high power microwave, and parti-
cle beam systems.49

Chinese medical researchers also have studied the effects of elec-
tromagnetic pulse weapons as a potential anti-personnel weapon, “experi-
menting with mice, rats, rabbits, dogs, and monkeys.”50 According to an-
other NGIC study, Chinese defense thinkers showed great interest in the 
U.S. use of electromagnetic pulse weapons over Kosovo and have studied 
the potential for the use of carbon- or graphite-fiber bombs in scenarios 
involving Chinese action against Taiwan or intervening U.S. forces.51 

The PLA sees all of these forms of weapons as “assassin’s mace” or 
“trump card” weapons that provide an asymmetric path to victory over 
an adversary.52  Some of the institutes involved in work on these forms of 
weapons, according to the NGIC studies, are:

• The National Institute of Nuclear Technology (in Xian);
• The National University of Defense Technology (Changsha);
• The University of Electronic Science and Technology of Chi-

na (Chengdu);
• Southwest Institute of Fluid Physics (Mianyang);
• Southwest Institute of Applied Electronics (Mianyang);  
• The Institute of Applied Physics and Computational Mathe-

matics (Beijing); and
• The China Academy of Engineering Physics (Chengdu).53

Although both NGIC studies are somewhat dated, there is clear 
evidence that their main finding remains pertinent—namely, that the PLA 
sees new forms of weapons systems, information data links, and automat-
ed systems as critical to future warfighting.54 In one text that supports 
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President Xi Jinping’s goals of a “strong nation and a strong army,” authors 
from the PLA Academy of Military Science advocate looking ahead ten to 
thirty years in military technology development in order to examine “what 
kind of war will be fought in the future and how will it be fought.”55 The 
authors foresee the need to accompany these new systems and weapons 
with new types of operations and training.56 

Ancillary reporting has provided additional insights into China’s 
progress on these weapons. Thus, Bill Gertz of the Washington Times has 
noted that “the DF-21 medium-range ballistic missile has been mentioned 
as a platform for the EMP attack against Taiwan.”57 However, there is an 
array of other, shorter-range ballistic missiles and cruise missiles that the 
PLA could employ against Taiwan once the technology is perfected in 
China. These include the DF-21D, the anti-ship ballistic missile version 
of the DF-21, and now the DF-26, a longer-range version, which may 
be the weapons of choice against deployed U.S. naval fleets and Guam, 
respectively, in the event of a conflict.

Such thinking is reflected in recent PLA publications. In a book 
published by PLA Press in 2015, three military authors emphasize that 
modern society is entirely dependent and based on forms of electrical 
power.58 The authors, one from the PLA Rocket Forces, one an editor 
from the PLA Daily, and the third a political commissar, call modern 
society an “entirely electrical society.”59 They see the future of warfare as 
dependent on developing “electromagnetic weapons, particle beam weap-
ons, high power microwave weapons,” and other weapons systems that use 
electronic pulse, which include EMP.60

Further, in a 2014 article exploring the destructive effects of elec-
tromagnetic pulse (EMP), a researcher from the National Defense Science 
and Technology University explained that the EMP discharge from a nucle-
ar detonation could have great destructive effects on all forms of ground-
based electronic equipment.61 In addition, he noted, EMP attacks can also 
destroy intelligence, communications, and surveillance satellites in space. 
The problem they present, however, is that their effects originally could not 
be precisely controlled; therefore, not only the enemy’s equipment may be 
destroyed. With more research, however, the U.S. and Russia developed 
non-nuclear electromagnetic pulse weapons that will wipe out an enemy’s 
communications and electronic infrastructure while leaving one’s own in-
tact if they are properly shielded. The researcher believes that Japan, Korea, 
India, and Iran also are working on such weapons. The clear implication 
is that more research into such a capability by the Chinese armed forces is 
needed, and that such weapons have great utility to the PRC.

Asymmetric Warfare.indb   18 5/26/17   3:01 PM



The Chinese Way of asymmeTriC War   19

Likewise, a 2015 article in The Journal of Ship Research explored 
the lethality of both high-power microwave (HPM) and EMP weapons.62 
The authors, also from the National Defense Science and Technology 
University, cite the U.S. use of EMP weapons during the war in Kosovo 
in 1999 and Russian experimentation in the use of HPM weapons, and 
discuss means by which weapons and ships can be shielded or protected 
against HPM and EMP. They conclude that, given the state of develop-
ment of both weapons forms in other countries, “China must conduct 
deep research into the technologies” and into defensive measures and 
shielding measures.63

Despite the paucity of open source data available on the topic of 
Chinese EMP capabilities and systems, it is nonetheless clear that the PLA 
is doing serious research on EMP weapons and related weapon systems 
that operate in the electromagnetic spectrum. Further, there is evidence 
this research has explored both the effects of nuclear EMP and other forms 
of EMP weapons. Chinese military researchers clearly understand the ad-
vantages and limitations of EMP produced by nuclear detonations, and 
seem to believe that—at least in some cases (where the electromagnetic 
pulse would not damage their own forces, homeland or satellites, for ex-
ample)—a nuclear detonation may be of value to their military planning. 
However, perhaps because other forms of electromagnetic energy would 
be more precise in targeting, or because a nuclear burst would lead to 
escalation, they are simultaneously exploring other forms of directed en-
ergy such as high power microwave bombs and weapons, particle beam 
weapons, and lasers. 

Such weapons could be employed against U.S. bases in Asia, 
against the U.S. mainland, or over a defined area of ocean or airspace 
against U.S. forces.  If a lower yield, low altitude nuclear detonation took 
place, it would present serious policy questions for the U.S. leadership. 
While it might be the first use of a nuclear weapon in warfare, it would 
not necessarily start a major nuclear conflict. The U.S. would have to 
decide whether to use another form of EMP weapon and respond, with-
out raising the nuclear threshold, or to strike against Chinese forces with 
conventional weapons. Conversely, if the U.S. used a non-nuclear form of 
EMP over a target in China or on Chinese forces, the PRC might choose 
to respond with a “nuclear counter-demonstration,” or counterattack.64  
As Australian researcher Karla Kopp has pointed out, EMP weapons are 
still “electrical weapons of mass destruction.”65
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legal Warfare
Historically, the General Political Department (GPD) was responsible for 
the Communist Party’s political and ideological training of the PLA. Le-
gal warfare is part of the PLA’s political work,66 and as theories on legal 
warfare developed, they came under the purview of the GPD. With the 
2016 reorganization of the PLA undertaken by the administration of Xi 
Jinping, however, the responsibility for legal warfare may now fit into ei-
ther the mission of the Political Work Department of the Central Military 
Commission (CMC PWD) or the newly formed Strategic Support Force 
as part of information operations.67

Today, with the reorganization of the PLA, the CMC PWD re-
sponsibilities cover a wide range of activities, from building troop morale 
through cultural shows, movies, the arts, and literature, to supporting mu-
seums and sports activities. More importantly for the PLA and the Com-
munist Party’s internal security, the political work it conducts also means 
the CMC PWD serves as a personnel department, controlling dossiers 
on the political reliability of troops and officers, their training records, 
their security clearances, and their promotions. Internally, framing and 
molding public opinion through the media—another traditional mission 
of the former GPD—also falls under its purview. The CMC PWD is now 
probably responsible for this mission.68 It works closely with other Com-
munist Party organizations, especially the International Liaison Depart-
ment, the Propaganda Department, and with the Organization Depart-
ment, a central Chinese Communist Party organization that keeps track 
of the careers, advancement, and personnel dossiers of seventy million 
party members. In some cases they will work with the PLA’s Second De-
partment (Military Intelligence).69 The Strategic Support Force was given 
responsibility for space operations, cyber operations, and some electronic 
warfare operations, but it is also well positioned to manage the “three war-
fares” and legal warfare missions. 

Political work in the PLA was made more complicated in 2003, 
when the Communist Party’s Central Committee and the Central Mili-
tary Commission added new missions. They approved a new warfare con-
cept for the PLA popularly known as the “three warfares.” It encompasses 
(1) public opinion (media) warfare, (2) psychological warfare, and (3) 
legal warfare.70 The PLA Daily makes it clear that the “three warfares” doc-
trine is part of the PLA’s conduct of “political work.” These three forms of 
political or information warfare can be performed in unison or separately, 
bringing into harmony the PLA’s actions, the intent of the Communist 
Party, and the goals of the senior party leadership.
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The articulation of each of the forms of the “Three Warfares” is in 
flux inside the PLA as this volume goes to press. One senior PLA official, in 
December 2016, said that the concept is considered dated, but that the func-
tions (propaganda warfare, media warfare and legal warfare) are still part of 
PLA doctrine.71 However, the PLA’s “Three Warfares Base” in Fujian Province 
still exists, according to this official, although its functions are aimed primarily 
at Taiwan.72 Australian government officials believe that the whole concept 
of perception management by the Chinese Communist Party involves classic 
“United Front” tactics and that the Party and PLA are still active in Southeast 
Asia with a strong perception management campaign involving propaganda, 
carefully crafted media and diplomatic messages, and actions in the legal arena 
to set legal precedent.73 One analyst of Chinese information warfare sees this 
reflected in the way Chinese analysts discuss “the role of external propaganda” 
by Russia in the elections in Ukraine.74 Writing in Survival, the journal of the 
International Institute of Strategic Studies, Lora Saalman analyzes the Rus-
sian propaganda and cyber efforts in the Ukraine and describes what lessons 
China may draw from Russian actions in the propaganda and cyber domains. 
Saalman argues that as the PRC seeks to respond to what leaders see as the 
Western use of cyber operations and propaganda “to spread rumors that result 
in ethnic conflicts and social disorder,” Chinese propaganda organs and cyber 
warriors might draw lessons that can be applied as the PRC attempts to shape 
internal and external perceptions.75

In the media warfare effort, the PLA wants to influence both domes-
tic and international public opinion in ways that build support for China’s 
own military operations, while undermining any justification for an adversary 
that is taking actions counter to China’s interests. In the conduct of psycho-
logical warfare, the PLA seeks to undermine the will of foreign civil popula-
tions and the enemy’s ability to conduct combat operations. The PLA’s psy-
chological warfare goals are to demoralize both enemy military personnel and 
their countrymen at home. In legal warfare, the PLA seeks to use international 
law and domestic law to justify its own actions and assert its interests while 
simultaneously undermining the case for an adversary’s actions. Legal warfare 
also tries to establish an argument by precedent in customary international 
law for China’s position on an issue, when possible by tying the matter to 
domestic law in China.76  

The PLA’s doctrine on legal warfare is generally derived from U.S. 
military doctrine.77 It involves not only a concentration on the conduct of war 
under the Laws of War enumerated in the Geneva Conventions, but also a 
justification of military operations under United Nations mandates and in 
public opinion.78 
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The Science of Military Strategy identifies the legal aspects of the 
“three warfares” as the primary means by which to “influence and restrict 
international law and the conduct of modern war.”79 The PLA sees war as 
a struggle in the military, political, economic, diplomatic, and legal do-
mains. For the PLA, “international law is a powerful weapon to expose the 
enemy, win over sympathy and support of the international community 
[for China], and to strive to gain the position of strategic initiative.”80 The 
Science of Military Strategy further argues that one must “publicize one’s 
own humanitarianism and reveal a lot of the war crimes committed by 
the opponent in violation of law so as to win over universal sympathy and 
support from the international community... to compel [the] opponent to 
bog down in isolation and passivity.”81

Legal warfare often involves nuanced arguments that are advanced 
ahead of customary international law in an effort to establish a legal prec-
edent for China’s actions or policies. Sometimes, the National People’s 
Congress will enact a domestic law designed to establish a legal position 
that can be used to advance arguments in customary international law. 
China would telegraph its intentions or justify its planned operations 
through public opinion operations or legal action. 

As a recent compilation on the subject makes clear, PLA legal 
thinkers advocate ensuring that the PLA sets out legal justifications for 
military actions in advance of any conflict.82 The essays therein imply that, 
even now, as debates take place in China over the range of sovereignty and 
China’s authority in the South China Sea or in space, the General Political 
Department of the PLA is developing ways to justify in domestic law its 
potential military actions with the ultimate objective of establishing po-
sitions in domestic law that can be used to create a precedent or to have 
an impact in the future on international law and international opinion. 

One reason for trying to ensure that the legal positions it seeks to take 
in the international arena are grounded in China’s domestic laws is that the 
PLA believes that this strengthens its legal arguments. In disputes with Japan 
and Southeast Asian nations, Beijing now refers to its 1992 Territorial Seas 
Law adopted by the National People’s Congress as justification for its territori-
al claims in disputes.83 The Territorial Seas Law extended sovereign claims over 
three million square miles of area in the East and South China Seas, demar-
cating it as Chinese territory on its maps. After that, when Chinese diplomats 
or legal representatives argued with officials of other nations, the domestic 
law was used as one of the justifications for the territorial claims. The 2005 
Anti-Secession Law is another example of how domestic law is used by Beijing 
to justify potential military action in the future, in this case against Taiwan.
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The establishment of Sansha Township in the Spratly Islands pro-
vides another example of “lawfare,” or the use of domestic law to overturn 
customary international law. In July 2012, the PRC announced that a 
new “city” had been established on Yongxing Island, encompassing three 
sets of islands in the South China Sea: the Paracel Islands, the Spratly Is-
lands, and Macclesfield Bank.84 With a capital on Woody Island, the “city” 
would encompass a large area of contested features in three island and reef 
formations south of Hainan in the South China Sea.85 

In 2014, the Republic of the Philippines filed a claim against the 
PRC seeking a ruling from the United Nations Tribunal on the basis of 
the UN Convention of the Law of the Sea regarding China’s expansive 
claims to the South China Sea inside the so-called “nine-dash line” drawn 
by the Republic of China (now Taiwan) back in 1946.86  Nearly two years 
later, the UN Tribunal returned a 479-page ruling that determined: 

1. that “China’s claims to historic rights and resources within 
its nine-dash line have no legal basis,”

2. that none of China’s claimed land features in the Spratly 
Islands are an island capable of generating a 200-nm exclu-
sive economic zone, 

3. that China violated the Philippines’ sovereign rights by 
interfering with Philippine oil exploration activities, pro-
hibiting Philippine fishing vessels from operating, failing 
to prevent Chinese fishing vessels from operating, and con-
ducting land reclamation in areas where the Philippines 
enjoys sovereign rights to explore for and exploit natural 
resources, and 

4. that China violated its marine environmental protection 
obligations under UNCLOS by causing “severe harm to 
the coral reef environment” with its land reclamation ac-
tivities and harvesting of endangered species.”87 

In response, however, the PRC government has rejected the ruling 
and reaffirmed its claim of historical rights over the South China Sea.88 

These positions are closely linked to China’s military objectives. 
PLA officers argue that setting forth legal arguments for military action 
is important if a nation is to get international support for its conduct.89 
Thus, PLA legal preparation for a military campaign complements the 
use of military force.90 The major PLA text explaining this rationale was 
validated at a military-wide August 2004 critique session.91 One of the 
more recent case studies on legal warfare in the PLA deals with the Rus-
sian conflict with Georgia, which began in August 2008. The author of 

Asymmetric Warfare.indb   23 5/26/17   3:01 PM



24        WorTzel

that case study emphasizes that, in order to be effective, legal warfare must 
be closely coordinated with public opinion warfare, with its propaganda 
components, and psychological warfare.92

The establishment of an Air Defense Identification Zone (ADIZ) 
over the Senkaku Islands by the PRC on November 23, 2013, is another 
example of an attempt to manipulate customary international practice and 
create a precedent to reinforce China’s claims over the Senkakus. While Ja-
pan administers these islands, both China and Taiwan claim them as the 
Diaoyutai Islands. An information paper from the U.S. China Economic 
& Security Review Commission reminds us that: 

An ADIZ is a publicly-declared area established in interna-
tional airspace adjacent to a state’s national airspace, in which 
civil aircraft must be prepared to submit to local air traffic 
control and provide aircraft identifiers and location. Its pur-
pose is to allow a state the time and space to identify the 
nature of approaching aircraft prior to entering national air-
space in order to prepare defensive measures if necessary.93

However, Chinese officials apparently wanted to use the ADIZ 
for another reason: as a means to reinforce the PRC’s sovereignty claims 
over the Senkaku Islands.  Nothing in international law prohibits a nation 
from establishing an identification zone. Nevertheless, there is no basis 
for using an ADIZ to establish territorial claims.  Yet, given the success 
of its activities in the East China Sea, we may soon see the PRC establish 
another ADIZ in the South China Sea in response to its unhappiness over 
the ruling by the UN Tribunal on its territorial claims there.

This pattern is not new. Since the establishment of the People’s Re-
public of China, the Communist Party leadership has been careful to estab-
lish a casus belli before taking military action. Such justification has typically 
been couched in legal or political terms. Prior to the entry of PLA troops 
into the Korean War, for example, the PRC telegraphed its actions publicly 
with a declaration from Mao Zedong and through the Indian government.94 
In the case of the 1962 Sino-Indian War, Chinese diplomats and military 
leaders carefully staked out their legal positions as early as three years before 
the conflict.95 They did the same in 1969 with the Soviet Union, and in 
1979 prior to their attack on Vietnam. Thus this concept of legal warfare 
has roots in China’s diplomatic practice—a presence and permanence that 
has been reinforced by its leaders’ observations regarding modern war. 
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Today, justifying China’s actions via international law and estab-
lishing positions in domestic law are increasingly important for the PLA, 
as its strategists and planners think deeply about another arena of military 
competition: space. Officers in the General Political Department now fre-
quently set out positions that China could use in the future to justify 
attacks on foreign satellites or other space bodies, while other scholars in 
China deal with the limits and range of national sovereignty in the global 
commons. These legal warfare efforts are designed to establish positions 
in domestic and international law as a legal basis for military action or to 
limit the freedom of action of other nations.96

spaCe and nexT-generaTion TeChnologies
In the formulation of Chinese military strategy, the space domain has re-
ceived particular pride of place. In the 2015 edition of the PLA National 
Defense University’s The Science of Military Strategy, the volume’s editors 
argue that “building military aerospace power is critical [to] developing 
military strategy, intelligence, and defensive capabilities.”97 They believe 
that “future informatized warfare may first break out in the aerospace do-
main,” and that therefore, outer-space superiority will be an important 
factor in future wars and space will be an important battlefield in the 21st 
century.98 The book discusses a range of capabilities that space superiority 
can provide, such as:

• Strategic warning
• Precision long-range guided missile strike capabilities
• Firepower attack from space
• Ground to space defensive capabilities
• Space combat aircraft99 
• Orbital weapons100

All of these capabilities are part of what the PLA characterizes as 
“assassin’s mace” weapons, designed to give a generally weaker, less ad-
vanced military a special advantage over a more sophisticated enemy’s 
main strengths.101

Nevertheless, most PLA military thinkers acknowledge that, at 
least at the present time, although China is developing good aerospace 
capabilities, China’s space weapons lag behind those of the United States 
and Russia. Nevertheless, they prioritize these capabilities as being able 
to provide important asymmetric advantages to China.102 They therefore 
have placed emphasis on the optimal way by which to “enhance the PLA’s 
space mission decision capabilities and explore the use of space forces”—
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specifically, by employing a series of space wargames.103 These scholars 
believe that game theory applied to information systems will help improve 
decision making in space warfare and also speed up the decision process. It 
will also allow decision makers to explore different scenarios and see how 
conventional military operations may be affected by attacks on satellites or 
ground-based information systems. As a result, they advocate using such 
exercises to explore how attacks on reconnaissance systems, command and 
control networks, and satellite communication systems would affect mil-
itary operations.104  

Like space and space weapons, China is focused on the develop-
ment of new technologies capable of providing its armed forces with an 
asymmetric advantage across a spectrum of potential conflict scenarios. 
For some time, PLA writers have emphasized a variety of new weapons, 
technologies and capabilities that they think China must develop. In Long 
Distance Warfare, Jiang Zemin concludes that, to be able to conduct an 
effective conventional conflict where nuclear weapons are not used, the 
PLA needs to build:

1. The capacity to conduct sustained conventional long-range 
ballistic missile strikes;

2. Ground fires, naval fires, air fires, and cruise missile fires that 
can engage the enemy at long ranges;

3. Long distance artillery strikes with guided weapons;
4. Numerous types of air platforms capable of long-distance pre-

cision strike;
5. Long-range, stealthy strike aircraft;
6.  Unmanned, long range unmanned aerial vehicles capable of 

firepower strikes;
7. Unmanned, long range electronic warfare platforms;
8. Effective submarine attack capabilities;
9. Unmanned naval and submarine strike platforms;
10.  Effective offensive mine-laying capabilities;
11.  Aerostats (lighter than air platforms) that can be used for air 

strikes, communications, reconnaissance, electronic warfare 
and bombing;

12.  Ground-launched anti-satellite weapons;
13.  Space-based anti-satellite weapons and surface attack weap-

ons;
14.  New concept, advanced attack weapons (for example, milli-

meter wave, rail gun, directed energy), and;
15.  Deep-insertion special operations forces.105
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According to a study by the Center for Strategic and Budgetary 
Assessments (CSBA), directed energy (DE) weapons have “the ability to 
create precise, tailorable effects against multiple targets near-instantaneously 
and at a very low cost per shot.”106 This makes DE particularly attractive be-
cause weapons stocks would be less of a limiting factor in warfare. However, 
although DE offers the possibility of high volume, low cost fire, generating 
the necessary power in a combat platform presents engineering and physics 
problems for any military industry.107 Among the forms of DE weapons are 
high energy lasers, high power microwave, and electric laser.

China has a directed energy program that is in its early stages.108 
The PLA already has fielded a ground-based laser that can, as a minimum, 
“dazzle” satellites, blinding them temporarily. The PLA also is developing 
lower energy lasers that will be effective against drones.109 China apparent-
ly conducted satellite jamming tests as early as 2005, and in 2006 used a 
ground-based high energy laser to temporarily blind (or “dazzle”) U.S. and 
French satellites.110 It also appears the PLA is developing a co-orbital satellite 
capability that could be used to jam or destroy another satellite.111

China likewise is developing a maneuvering hypersonic glide ve-
hicle as a nuclear strike weapon designed to penetrate missiles defenses, 
according to a story in the Asia Times.112 This warhead could be used on 
missiles that can strike Guam, or on the DF-21D “carrier killer” anti-ship 
missile China is developing.113 This is seen in China as an important “assas-
sin’s mace” weapon.114

Additionally, according to one former U.S. defense official, China 
is developing an electronic rail gun.115 This represents an important arena of 
asymmetric technological competition, because a magnetic rail gun round 
can travel at over 5,000 miles per hour and, when developed and fielded, 
would have far greater range than conventional or hypersonic munitions.

impliCaTions for The uniTed sTaTes
China’s approach to war and the electromagnetic spectrum, the devel-
opment of new technology weapons, and developments in space clearly 
indicate that the People’s Liberation Army believes that it must compete 
with the United States for military advantage. Moreover, because the 
PLA perceives that its military technology lags behind that of the U.S., 
it constantly strives for new “magic weapons” that will provide asymmet-
ric advantage on the battlefield. Although many Chinese military officers 
talk about a “latent threat” from the United States, developments in both 
countries indicate that each side sees itself as engaged in a critical contest 
for military deterrence or supremacy.  
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In the cyber realm, the governments of the United States, Aus-
tralia, Japan, Germany, and Great Britain, to name a few, have all traced 
penetrations back to China. Much of this activity goes to support defense 
production in China, which in turn helps the PLA. In addition, military 
publications in China make clear that the PLA intends to use computer 
network operations, along with integrated network electronic warfare, in 
future conflicts. 

In particular, PLA strategists believe that because the United States 
operates its forces over extended distances, particularly in the Asia-Pacific 
region, and is dependent on satellites and information systems, there is a 
weakness that can be exploited in conflict. They believe that, in the event 
of a conflict in the Western Pacific or South China Sea, the PLA would 
not be as dependent as the U.S. military on satellites and information 
sharing, because Chinese forces would enjoy internal lines of communi-
cation. 

However, as the PLA strives to make itself a “modern, power-
ful” armed force, one of its perceived strengths will increasingly become a 
weakness. As Chinese forces become dependent on information systems, 
satellites, and operating at extended ranges away from China, they become 
more vulnerable to interference, manipulation, and jamming. Moreover, 
the U.S. has almost a century of experience in expeditionary operations, 
while the PLA is only now beginning to explore the concept.

The PLA sees itself as trying to catch up to potential opponents 
like the U.S., India, Japan, and South Korea, which have developed ad-
vanced technology weapons, and have embraced “the new military revo-
lution in warfare.”116 These countries are emphasizing for their military 
forces an agile, information-based force that is highly networked and uses 
space for communications and situational awareness.117

In the cyber realm, this means that a combination of network at-
tack and the need for unity of command in the PLA should create a force 
that can conduct integrated joint operations.118 There are clear linkages 
to space systems in this doctrine, because as distances increase, the U.S. 
is more and more dependent on satellites, while for the PLA, as Chinese 
forces operate further from the coast, they also become increasingly de-
pendent on satellite communications. Moreover, as each side moves to-
ward using unmanned aircraft and undersea vehicles, cyber systems in-
crease in importance. 

The U.S. must protect against network and cyber penetrations by 
the PLA if it is to be sure that unmanned aerial and undersea vehicles are 
reliably programmed.  Network penetrations and network reconnaissance 
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are potential means either to replace embedded instructions and naviga-
tion systems. Traditional means of electronic warfare that would confuse 
navigation have moved into the cyber realm.119 These techniques also may 
be used to disrupt U.S. logistics networks, the provision of repair parts, 
planned rendezvous points for refueling, and the flow of forces, reserves 
and replacements in the event of a conflict.120 

In the cyber and networking realm, including the reliance on 
space systems, this may mean that it is important to strike first and pre-
empt an enemy’s actions.121 In these two domains of war, space and cyber, 
as well as in the use of new style weapons, the side that strikes first has 
the opportunity to render the opposition’s forces dumb and blind. For the 
U.S., this means that cyber penetrations are all the more serious and that 
warning time disappears. Traditional indications of impending conflict 
may be misinterpreted as system errors. At the same time, opportunities 
for de-escalation are reduced while chances of the horizontal or vertical 
escalation of a conflict, across domains or war in a theater, increase.

With respect to the use of EMP weapons and other forms of en-
ergy, the stakes for the U.S. also rise. The use of a non-nuclear, directed 
EMP weapon may wipe out communications in a sector of the battlefield 
or render a major warship, like an aircraft carrier, inactive. Thus, as in 
cyber warfare, the side that employs these weapons first enjoys a tacti-
cal and perhaps theater-wide advantage. Non-nuclear forms of EMP also 
complicate significantly the calculus to respond. The U.S. has established 
doctrine for how to respond to a nuclear attack, although even that would 
have to be thought through in the case of a nuclear detonation that cre-
ated an electro-magnetic pulse. But if it was a non-nuclear EMP that was 
employed, what is the doctrine for response in the U.S. defense establish-
ment? One does not currently exist. 

Consider also the new types of missiles and warheads the PLA is 
developing. The Dong Feng 21-D missile with the anti-ship warhead the PLA 
is developing depends on satellite guidance, space-based reconnaissance, and 
large, ground-based radar. If used once, the U.S. would probably attack the 
systems on which the missiles depend.  Therefore, preemption is probably 
the favored approach in Beijing, if a decision to use military force is made. 
Simply put, there may only be one chance to employ these systems.

In the realm of legal warfare, meanwhile, the concept of preemp-
tion may not apply, but early action can establish legal precedent. The slow, 
patient use of legal mechanisms to challenge customary international law re-
quires attention from the U.S. to ensure that new precedent-setting actions 
are not missed and are countered before they take effect.
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russiA’s AsymmeTriC sTrATegy 
for ConTemporAry And fuTure 
WAr

Stephen Blank 

For a long time now, Russian leaders have openly advocated the need 
for an “asymmetric” or “indirect” military strategy in response to a 

changing global environment.1 In his 2014 annual address to the Feder-
al Assembly, Russian President Vladimir Putin reiterated that, “We have 
no intention to become involved in a costly arms race, but at the same 
time we will reliably and dependably guarantee our country’s defense in 
the new conditions. There are absolutely no doubts about this. This will 
be done. Russia has both the capability and the innovative solutions for 
this.”2 

Echoing such sentiments, President Putin’s adviser for military 
policy, General Alexander Burutin, has written that, “A crucial element in 
our plans for the development of new armaments must be an orientation 
towards an asymmetric response to the development and entering into 
service of the expensive new systems of the developed foreign countries.”3 
This focus, notes Norwegian scholar Tor Bukkvoll, places heavy emphasis 
on asymmetric technologies, which Russian officials believe should have 
a disruptive effect on new Western technological advances, be developed 
in areas where Russia’s defense industry holds a comparative advantage, 
and be much cheaper to develop and produce than their Western coun-
terparts.4

This call for new weapons on the basis of an asymmetric strategy 
is a constant refrain in Russian discourse; namely, that Russia will not be 
drawn into the arms race that the West allegedly seeks to foist upon it, but 
will defend itself asymmetrically with regard to both strategy and to pro-
curements. Indeed, President Putin has frequently accused both NATO 
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and the U.S. of trying to force Russia into an unsustainable arms race. 
However, he has insisted that, under his leadership, Russia will not be 
lured into such a trap. Rather, the country will not only pursue an inher-
ently asymmetric strategy, but also will also produce more than enough 
capability to defend its vital interests (including through the development 
of new types of weapons).5 

Russia’s president is hardly alone. From President Putin on down, 
Russian writers and strategic thinkers almost unanimously view the U.S. 
as threatening to Russia, and to the very concept of strategic stability, 
through its pursuit of ballistic missile defenses (BMD) in Europe and Asia, 
as well as its development of the ability to launch a Conventional Prompt 
Global Strike (CPGS) using high-precision conventional weapons, mainly 
delivered by air.6 In response, Russia’s military and strategic communities 
have focused on new types of weapons—encompassing nuclear, space, hy-
personic weapons, and drones (UAVs), as well as the weaponization of 
legal principles, and, of course, information—as a strategic response.  

a persisTenT siege menTaliTy
These demands for new, advanced weapons are rooted in an ever-deepening 
perception of mounting external threats—one that long predates the 
2014 Ukraine crisis. Back in February 2012, Putin (then serving as Prime 
Minister) warned that, “We continue to see new areas of instability and 
deliberately managed chaos. There also are powerful attempts to provoke 
such conflicts even within the direct proximity of Russia and its allies’ 
borders.”7 A year later, at the 2013 Munich Security Conference, Foreign 
Minister Sergei Lavrov similarly cautioned that:

Even in the conditions of deficit of financial resources, an increase 
in military activities is observed in the north and center of 
Europe, as if in these regions the security threats are mounting. 
Advancement of projects for NATO’s further expansion and 
advancement of the bloc’s military infrastructure to the East is 
continuing – as if there were no top-level statements on fatality of 
preserving dividing lines on the continent.8

Given these threat perceptions, it has become conventional wis-
dom in Moscow that Russia must undertake a huge conventional and 
nuclear buildup until 2020, if not beyond.9 Much like Soviet leader Jo-
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sef Stalin did in the 1930s, President Putin has argued that “the changing 
geopolitical situation requires rapid and considered action. Russia’s Armed 
Forces must reach a fundamentally new capability level” in the near future.10 
It is a call that has been echoed by other Russian officials, among them 
Prime Minister Dmitry Medvedev11 and Deputy Prime Minister Dmitry 
Rogozin,12 who have each called for massive investments in the country’s 
defense-industrial base—and, by extension, in the warfighting and techno-
logical capabilities of the Russian armed forces.

In keeping with its Cold War focus, much of Russian contempo-
rary defense planning centers on the country’s strategic capabilities. As of 
today, nuclear weapons can be said to remain the overriding priority of the 
Russian government. These capabilities are seen by the Kremlin as essential 
to detering the United States and NATO—as well as China, albeit to a lesser 
extent. That focus is reflected in the Russian government’s current, massive 
investments in its nuclear capabilities. Indeed, Russia today is producing so 
many different types of new nuclear weapons, and extending  the life-cycle 
of older ones, that experts estimate it will reach the numerical limits set by 
the 2010 New START Treaty by as soon as mid-2018.13 

Russian defense policy thus seems to emphasize medium to large-
scale conventional and even nuclear warfighting, and to do so at the expense 
of insurgency, counter-insurgency, stability operations, and the like. This 
has historically been true even though such smaller scale conflicts are the 
most likely threat that its troops will face, either in the North Caucasus, as is 
now the case, or potentially in Central Asia once NATO leaves Afghanistan. 
However, the past several years have seen the Kremlin devote significant 
time and energy to asymmetric war as well, with notable results. 

In the current conflict with Ukraine, for example, the Kremlin has 
relied not on a qualitatively new kind of warfare, as some have suggested, but 
on tactics and strategies developed and employed during the Soviet period. 
These include long-term intelligence penetration of the Ukrainian intelligence 
and military establishments, massive media saturation, the strategic use of orga-
nized crime, economic inducements and the strategic use of Russia’s “multiple 
militaries”—various paramilitary forces and volunteers (dobrovoltsi) that pro-
vide the Kremlin with a measure of plausible deniability. As experts like Maria 
Snegovaya and Jonathan Haslam note, virtually all these combinations were 
created, utilized and deployed in and by the Soviet Union.14 Today, however, 
these instruments of power are being combined in new and formidable ways, 
even as the Russian government deploys new technologies and tactics to am-
plify their impact. 
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The imporTanCe of informaTion Warfare… and Cyber
As the art of war has evolved over the past generation, information warfare 
(IW), in the eyes of Russian officials and writers, while not necessarily ki-
netic, has nonetheless become a fundamental facet of contemporary war-
fighting. Russia sees superiority in this broad application of information 
warfare as a key enabler for victory in current and future conflict. As the 
scholar Kier Giles explains: 

Wars will be resolved by a skillful combination of military, 
nonmilitary, and special nonviolent measures that will be 
put through by a variety of forms and methods and a 
blend of political, economic, informational, technologi-
cal, and environmental measures, primarily by taking ad-
vantage of information superiority. Information warfare 
in the new conditions will be the starting point of every 
action now called the new type of warfare, or hybrid war, 
in which broad use will be made of the mass media and, 
where feasible, global computer networks (blogs, various 
social networks, and other resources).15 

The objective, in the eyes of Russian leaders, is to shape both in-
ternal and external perceptions—to gain support for official policies and 
operations from both domestic and foreign constituencies, while simul-
taneously confusing and complicating any strategic response to them. As 
a 2012 paper by the Valdai Club, a leading Russian think tank, outlined:

 
Military operations are designed to not only defeat the en-
emy physically, but also to crush their morale, and not just 
of the troops but also of the people and the government. 
Factors such as the depth of support for the war among 
the general population play an increasingly important role, 
and accordingly, so does understanding and using cultur-
ally specific features of the enemy and his political system, 
including through exposure via the media. The distinction 
between “civilian” and “military segments of society is dis-
appearing. The aim of a military campaign is to impact 
not only the enemy army, but also its society, understood 
in terms of its cultural as well as its physical aspects.  This 
trend makes it necessary to conduct joint “civilian-military 
operations,” rather than purely military ones.16
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This point of view is echoed in official Kremlin doctrine. For in-
stance, the country’s 2010 defense doctrine formally authorizes the use of 
information warfare—and thus information operations—for the purpose 
of shaping a favorable response from the world community to the “mani-
festation of military force.”17

This focus has elevated the significance of information operations 
(IO) as a tactic, one that—in the view of both experts and officials—
should be employed in both peacetime and wartime. A.A. Strel’tsov, a 
prominent Russian military theorist, has defined IO as “activities coor-
dinated in terms of time, efforts, and objectives performed by agents to 
implement government information policy over a relatively long period 
of time that are directed at carrying out mid-term or short-term political 
tasks.”18 In other words, such measures should be launched in advance 
of actual combat operations, i.e., in peacetime as well. Put another way, 
in the Russian conception IO and IW occur all the time, and this is as it 
should be.

Politically, this has manifested itself in Russia’s pervasive, ongoing 
information operations campaigns against Western democracies—most 
prominently, its hacks of the Democratic National Committee and vari-
ous other politically-related entities in the U.S. in advance of the Novem-
ber 2016 presidential elections.19 Russia, moreover, has carried out similar 
campaigns all across Europe, targeting the and virtually every European 
government.20 Russia is thus waging a systematic, multi-pronged, and un-
ceasing information war comprised of hacking, mass disinformation, pro-
paganda, and the subversion of political parties, as well as the empower-
ment of far-right political elements such as the National Front in France,  
the Lega Nord in Italy, Jobbik in Hungary, and so forth.21 

Militarily, meanwhile, IW and IO are aimed at military targets, 
command and control nodes, or at degrading the performance capability 
of enemy weapons, enhancing the information component of one’s own 
weapons, or causing physical infrastructure to malfunction. Thus, Russia 
views IW and IO as comprising an entire spectrum of activities in the 
information space, from the targeting of civilian populations, elites,  and 
media to the degredation the enemy’s civilian and military infrastructure.  
Notably, in this construct, there is no practical difference between the 
concepts of information warfare and cyber-warfare. The terms are fluid, 
interchangable, and are all part of the same broader phenomenon.

Russian definitions of the two aspects of IW and IO are notable, 
because they set the stage for a long campaign that is carried on in peace-
time to undertake what amounts to—at a minimum—an information/
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intelligence preparation of the battlefield (IPB) that can long precede the 
actual manifestation of overt conflict, as was the case in the 2007 cyber-
attacks launched by Russian entities against Estonia, as well as during the 
military conflict between Russia and Georgia the following year.22 Here, 
the distinction between peace and war is effaced; from Moscow’s stand-
point, war is a permanent condition, to be waged continually. 

 In much the same way, Russia has come to see electronic warfare 
(in particular cyber capabilities) as providing asymmetric or alternative 
ways to counter perceived Western challenges and threats by what are 
clearly militarily superior adversaries.23 This concept, and its implementa-
tion, was put on display in Russia’s conflicts with both Estonia and Geor-
gia, with major effects. 

Estonia
The 2007 conflict with Estonia was precipitated by the Estonian govern-
ment’s removal of a statue commemorating its liberation by the USSR 
in World War II, which it did in defiance of Russian threats of reprisal. 
Immediately, Russians in Estonia demonstrated en masse and a widespread 
cyber-attack was launched on Estonia’s essential information and com-
puter technology infrastructure: banks, telecommunications nodes, me-
dia outlets, and name servers.24 These attacks included distributed denial 
of service (DDoS) attacks, the use of botnets, and instances of targeted 
hacking against a wide range of social and government services such as 
ministries and banks.25 This “war” lasted from April 26, 2007 until mid-
May 2007.  

Although the cyber-campaign cannot be definitively traced 
back to the Russian government, the available evidence overwhelming-
ly suggests that it was both premeditated and officially orchestrated by 
the Kremlin. Duma Deputy Sergei Markov, a frequent (albeit unofficial) 
spokesman for the Russian government, boasted in 2009 that his assistant 
and office were behind the attacks, and that more such events would take 
place.26 (President Putin himself has admitted that he began planning the 
Georgian war of 2008 back in 2006. 27 As such, Estonia may have been 
a dress rehearsal for that war, as well as a probe of Estonian defenses and 
NATO’s response.) 

Indeed, an investigation carried out by Estonian authorities re-
vealed that planning for the simultaneous demonstrations and cyber 
strikes in Tallinn began in 2006, well before any sign that the monument 
would be removed, which was the ostensible pretext for the Russian at-
tack.28 The cyber-attacks in Estonia, in other words, were manifestations 
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of a long-term, premeditated strategy. By disrupting and possibly desta-
bilizing Estonia’s government and society, as well as by demonstrating 
NATO’s inability to protect a member state against this novel form of 
attack, the operation aimed to compel Tallinn to take Russian interests 
into account in its policies. In other words, the campaign had the classi-
cally Clausewitzian objective of compelling the enemy—Estonia, in this 
case—to do Russia’s will. 

Estonian authorities (and others) believe that Russia aimed to in-
cite large enough demonstrations that they would provoke violence. Then, 
they argue, Moscow could have used the ensuing violence as a pretext 
for Russian intervention or for launching an anti-Estonian insurgency 
that could have justified either direct Russian support for the insurgents 
or even military intervention from Russia, as subsequently occurred in 
Crimea in 2014. Though Western audiences might consider such threat 
assessments and scenarios far-fetched, Estonians and other neighbors of 
Russia clearly do not. 

 One of the main goals of hybrid war—including its infor-
mation/cyber dimensions—is to instill a feeling of constant political 
and economic insecurity in the target state’s population. Under such 
conditions, the desire for stability is intense, and can easily be manip-
ulated. The main idea is that there can be no stability without Russia.29

Another strategic purpose of the cyber operation against Es-
tonia, as perceived by Estonian authorities, was to test to what degree 
European security institutions like the EU, NATO, and the Council 
of Europe would stand behind the Baltic state. In this regard, Esto-
nians say, Russia was surprised to see the strong (if somewhat belated) 
response by the EU and Council of Europe, and was also disappointed 
by the lack of support for its efforts from Estonia’s Russians.30 However 
NATO’s response, as in the subsequent cases of Georgia and Ukraine, 
was late in coming, which in and of itself may have been instructive to 
Moscow and/or its neighbors.  

The Estonian case reflects the logic of political warfare and its 
information warfare components that have long been part of Sovi-
et/Russian strategy and practice. While the post-Communist era has 
wrought changes in its implementation, including the prominence of 
criminal syndicates and the use of unofficial groups such as hacktivists, 
the application of coercive pressure on neighboring nations is nothing 
new. Nor was the Russian cyber-offensive against Estonia an isolated 
incident. 
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Georgia
Russia’s 2008 conflict with Georgia represented the Kremlin’s first attempt 
to combine attacks against command and control and weapons systems on 
the one hand, and information-psychological attacks against media, com-
munications, and perceptions on the other. During the hostilities, Russia 
organically integrated what Western sources would consider cyberattacks 
into a broader IO campaign. Although the results were mixed, the Russian 
political-military leadership has extensively studied this campaign, and 
sought to refine the tactics utilized there for future application on other 
battlefronts. Richard Weitz of the Hudson Institute observes that:

The techniques used by the Russian attackers suggest they 
had developed a detailed campaign plan against the Geor-
gian sites well before the conflict. The attackers did not 
conduct any preliminary surveying or mapping of sites 
(which might have prematurely alerted Georgian forc-
es-author), but instead immediately employed specially 
designed software to attack them. The graphic art used to 
deface one Georgia web site was created in March 2006 
but saved for use until the August 2008 campaign. The 
attackers also rapidly registered new domain names and 
established new Internet sites, further indicating they had 
already analyzed the target, written attack scripts, and 
perhaps even rehearsed the information warfare cam-
paign in advance.31

British defense consultancy Jane’s similarly noted that, beyond 
the direct attacks on Georgian state institutions, the cyber campaign 
waged by the Russian side “was part of a larger information battle be-
tween Russian media and the Georgian and Western media for control 
of the narrative.”32 In the early stages of the conflict, Russian “hacktiv-
ists” shut down the websites of Georgia’s President, Ministry of Defense, 
Ministry of Foreign Affairs, Parliament, National Bank, and the English 
language online news dailies The Messenger and www.civil.ge, as well as 
the online presence of the Rustavi-2 television channel, while simul-
taneously defacing the websites of the Ministry of Foreign Affairs and 
National Bank.33

Clearly, Russian proficiency at IW had improved substantially 
since the Estonian operation the previous year. In both cases, Russian mil-
itary leaders, working in tandem with hackers, directed computers from 
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locations throughout the world to attack the websites of the target gov-
ernment.34 Most attacks, however, were actually carried out by civilians 
with little or no direct (or at least traceable) involvement by the Russian 
government or military. These cyber attackers were recruited through the 
Internet and social media, and were aided in their operations by Russian 
organized crime entities, such as RBN—even to the point of hosting soft-
ware ready for use in other cyber-crime activities.35 

The perpetrators of the cyberattacks seem to have had advance 
notice of Russian military intentions, and were tipped off about the 
timing of Russian military operations while they were taking place. 
The absence of reconnaissance or mapping of sites at the onset of the 
operation signified a prior intelligence penetration of Georgian net-
works. The number of attackers against Georgia, too, was much great-
er than those that had been arrayed against Estonia, even though many 
fewer computers were involved.36 Jeff Carr, an investigator for Project 
Grey Goose, an organization of U.S. volunteer security experts that 
carried out a postmortem of the conflict, concluded that “the level of 
advance preparation and reconnaissance strongly suggests that Russian 
hackers were primed for the assault by officials within the Russian 
government.”37

The first wave of cyber attacks, on August 6-7, 2008, occurred 
24-48 hours before Russian military operations commenced (following 
Georgian Army operations in South Ossetia). Thereafter, the second 
wave resorted mainly (though not exclusively) to postings on websites, 
again a carryover from Estonia. These postings contained both the cy-
ber-attack tools and lists of suggested targets for follow-on attacks. 
Although the intrusions were themselves relatively unsophisticated 
and limited to denial of service and website defacements, they were 
carried out in a sophisticated, coordinated manner.38 Once Russian 
troops had established positions in Georgia, the attack list expanded to 
include many more government websites, financial institutions, busi-
ness groups, educational institutions, more news media websites and 
a Georgian hacking forum. The objective was to preclude any effective 
or organized response to the Russian presence, as well as to induce 
uncertainty as to what Moscow’s forces might do.39 These attacks sig-
nificantly degraded the Georgian government’s ability to deal with the 
invasion by disrupting communications with Georgian society, stop-
ping many financial transactions and causing widespread confusion. 
It is likewise possible that spyware and/or malware was inserted into 
Georgian systems for future use, either criminal or military/strategic.40 
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The clear objective of the cyber-strikes, based upon their timing 
and targets, was to support and further the goals of Russia’s convention-
al military operations. Subsequent reporting found that cyberattacks on 
Georgian websites and discussion of upcoming military operations be-
gan weeks before the actual onset of hostilities. Such preparatory action 
included a “dress rehearsal” of the upcoming cyber-attacks, providing 
further evidence of the unprecedented synchronization of cyber with all 
other military combat actions.41 At the same time, the comparative re-
straint in not attacking key infrastructural targets—including energy in-
stallations—signaled a broader strategy to deter Georgia or others from 
escalating the conflict.42

Contemporary capabilities
The Georgian campaign highlighted the returns that Moscow had re-
ceived on its substantial investment in IO and IW capabilities. Mos-
cow struck to prevent Georgian accession to NATO, and to demon-
strate Russia’s primacy in the “post-Soviet space,” and it seems to have 
successfully achieved both objectives. As a result, it is reasonable to 
expect the Kremlin to utilize similar informationalized tactics in fu-
ture warfighting engagements, whether in Ukraine, Syria or elsewhere. 

Indeed, there is ample evidence of this taking place in Russia’s 
current irregular war with Ukraine. Long before Russia’s invasion of its 
western neighbor in early 2014, Ukraine’s Security Service, the SBU, 
was claiming that its government officials had been targeted by Rus-
sian espionage malware (variously called “Snake,” “Uroboros” or “Tur-
la”) since at least 2010.43 With the commencement of hostilities, the 
Russian press began a systematic and unrelenting media blitz against 
Ukraine, involving both Russian domestic and international media 
channels, which have actively misrepresented events in Ukraine, in an 
attempt to distract international attention and distort perceptions of 
the conflict.44 Cyber-operations in Ukraine have also distinctly resem-
bled those utilized in Georgia, and have included physical attacks on 
infrastructure as well as disruptions of mobile communications.45 In 
one prominent incident, a December 2015 malware assault shut down 
several Ukrainian electricity transmission facilities in an attack that 
was attributed to Russian entities.46

This campaign, like previous ones, can only be undertaken via 
an extensive and institutionalized IO and electronic warfare capabil-
ity. Very little information is publicly available regarding the size and 
structure of these capabilities within the Russian government. Russian 
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sources have claimed that the country currently fields some 1,000 ac-
tive “cyber troops” and boasts an annual budget of some $300 mil-
lion—making Russia one of the world’s five most robust cyber powers47 
However, these claims cannot be independently verified. This figure, 
however, does not even begin to take into account Russia’s now-noto-
rious “troll factories,” where hundreds of Russians and/or sympathizers 
regularly “troll” the internet for information and stories that can be 
used for disinformation and fake news.48

Little is known about the concrete structure of Russia’s civilian in-
formation warfare capabilities. For a period of time, the Russian bureaucra-
cy boasted a dedicated Federal Agency for Government Communications 
and Information (FAPSI), an entity described by observers as “the unofficial 
Ministry of Information Warfare of the Russian Federation.”49 This body, 
however, was dissolved in 2003, with its constituent organs absorbed into 
the Federal Security Service (FSB), the Foreign Protection Service (FSO), 
and possibly other bodies as well.50 Since then, there has been little reportage 
on the civilian structure of Russian IO, beyond public reports about the 
respective budgets and operations of broadcasting outlets such as RT and 
Sputnik.

The military structure of Russian IO and cyber, too, remains 
shrouded in mystery. Recent years have seen significant speculation, but 
no tangible evidence, that the dedicated electronic warfare branch of the 
Russian armed forces, known as the voiska radioelectronnoi borbi, is the re-
pository for “information troops” in active service.51 In 2013, the Russian 
Defense Ministry even created a dedicated “scientific company” to train 
such soldiers in information operations.52 However, it was not until Feb-
ruary 2017 that Russian leaders publicly confirmed the existence of active 
information troops in the country’s military. That month, in a speech be-
fore the Duma, Russia’s lower house of parliament Defense Minister Sergei 
Shoigu announced the creation of a new military unit specifically dedicated 
to carrying out “information operations” against adversaries of the Russian 
Federation.53 According to Vladimir Shamanov, the head of the Duma’s de-
fense affairs committee, the task of the new unit is to “protect the national 
defense interests and engage in information warfare,” as well as to fend off 
enemy cyberattacks.54 

While it is commonly understood that this unit represents just one 
part of a much larger informational and cyber bureaucracy, the precise scope 
is still undisclosed. Nevertheless, it is the consensus opinion of numerous 
scholars with expertise on this subject that Russia’s cyber forces are both 
extensive and robust. 
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LAWfAre
Lawfare, or the strategic use of international law for gain over adversaries, 
is equally present in Russia’s “toolkit,” even if the Russian government 
does not employ the term per se. While the act does not formally figure 
in the relevant official literature, the practical application of the phenom-
enon is nonetheless quite visible in the Kremlin’s official state conduct. 
What it amounts to is Russia claiming that its actions are always governed 
by strict legality, and attempting to hold everyone else to such a binding 
condition.  

Thus, in Syria, despite its brutal tactics (for example, the bombing 
of civilian targets and hospitals in Aleppo and the use of what amounts 
to chemical weapons there, i.e., incendiary weapons) and cluster bombs, 
Moscow continues to insist that its intervention is legal because it was 
invited into Syria by the country’s ruling sovereign.55 By contrast, it con-
tends that everyone else’s participation in Syria is not sanctioned by Da-
mascus and therefore is “illegal” as a matter of law.56 

This is not an isolated incident. Moscow has long insisted that 
its interventions abroad (in Ukraine and Georgia) are legally justified—
for instance, by recourse to the doctrine of the “responsibility to protect” 
(R2P), as applied to either its own people or others threatened by violent 
governments. In other words, Russia has articulated the self-appointed 
right to protect Ukrainian and Georgian citizens who are Russian in what 
amounts to a clear erosion of other states’ sovereignty.57 

As is traditionally the case in Russian culture, law is a wagon 
wheel; it goes whichever way you push it. Just as the Putin regime at home 
has no practical constraints on its powers, so too in international affairs 
it aspires to and acts in the same fashion. Russia, in practice, brooks no 
formal external legal constraint upon its actions. Thus, Russia’s own na-
tional laws allow the government to conduct military operations abroad 
to defend the honor of ethnic Russians or those defined as such, without 
the President having to go obtain approval from the Duma.58 Second, 
official regulations also permit government agents to assassinate “traitors” 
abroad59—a prerogative Russia may have exercised on several occasions, 
most prominently the November 2006 poisoning in London of whis-
tleblower Alexander Litvinenko.60 Russia has also kidnapped Estonian and 
Ukrainian police and military personnel, including Eston Kohver and Na-
dezhda Savchenko, and staged show trials accusing them of various crimes 
against Russia in order to demonstrate that it will not accept restrictions 
on its activities abroad. 
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Russia thus claims and acts upon an assumed right of unbounded 
intervention in the affairs of other states, while simultaneously campaign-
ing to restrict the activities of those same states via the UN and interna-
tional law. Yet, when strict adherence to international legal processes holds 
out dividends for Russia, it staunchly champions those same processes. 

The Arctic provides what is perhaps the most conspicuous case in 
point. The past several years have seen the Russian government dramatical-
ly expand its claim to Arctic territory, seeking to take advantage of clima-
tological changes that have opened the region to greater commercial traffic 
and exposed significant resource wealth therein. In the service of this goal, 
Russia has taken numerous steps to solidify a legal claim to an expanded 
sector of the Arctic—most prominently a 2007 diving excursion that cul-
minated in the planting of an undersea flag on the Lomonosov Ridge.61 
Simultaneously, Russia has militarized the region significantly through 
planned deployment of army units, the conduct of large-scale military 
exercises and the reactivation of Soviet-era installations in what amounts 
to a geopolitical variant of the legal concept of “adverse possession.”62 To-
day, the Kremlin is in the process of seeking international validation for 
these claims via a formal ruling regarding the size of its territorial stake by 
the UN’s Commission on the Limits of the Continental Shelf, a decision 
that could happen in the near future.63 Through these means, Moscow has 
sought to enhance its own rights to the Arctic, and to diminish the claims 
of the other Arctic Council nations (Canada, the United States, Iceland, 
Norway, Sweden, Finland and Denmark) through the judicious applica-
tion of what is known in the West as “lawfare.”

russiA And emp
Scientists and experts on Russian military affairs have long been concerned 
about Russian intentions and capabilities with regard to a potential EMP 
(electromagnetic pulse) weapon. Such a weapon would appear in the form 
of a nuclear bomb detonated high in the atmosphere, which would de-
stroy virtually all electronic installations and technology within hundreds 
of miles of the blast. The cascading breakdown of electronic-dependent 
infrastructure would not only damage large portions of U.S. society and 
cause substantial casualties; it would also attack American satellites in low 
earth orbit (LEO) and in higher ranges of the atmosphere.

Moscow began experimenting with EMP in the 1960s, when 
it was discovered as a side effect of nuclear detonations during atomic 
testing.64 In the decades that followed, Russian officials worked quietly 
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to improve the range, sophistication and versatility of EMP-related 
weaponry in the Soviet—and subsequently the Russian—arsenal. Oc-
casionally, signs of such work have broken into the public eye; as they 
did in the 1990s, when Russian scientists tested several 300-kiloton 
EMP-type weapons over a site in Central Asia, leading to widespread 
damage to the entire electric complex over a distance of 600 kilo-
meters.65 There have also been indications that Russia’s advances in 
the EMP field have been shared with others. In its day, the Congres-
sionally-mandated EMP Commission met with Russian generals who 
claimed that their country had already designed an enhanced EMP 
nuclear weapon, and that Russian, Chinese, and Pakistani scientists 
working in North Korea could enable the DPRK to develop such a 
weapon in the near future.66 There are also grounds for concern that 
relevant technologies relating to EMP have proliferated from Russia to 
states such as Pakistan and Iran.67

Russia’s officials have long seen their country’s nascent EMP 
capabilities as a political tool. Back in 1999, Congressman Roscoe 
Bartlett (R-MD) was told by the then-chairman of the Duma’s Inter-
national Affairs Committee, Vladimir Lukin, that “if we really wanted 
to hurt you with no fear of retaliation, we would launch an SLBM 
and detonate a single nuclear warhead at high altitude over the United 
States and shut down your power grid and communications for six 
months or so.”68 Echoing this comment, Duma deputy Alexander Sha-
bonov added, “If one weapon wouldn’t do it, we have some spares.”69 
There is, therefore, excellent reason to conclude that such weapons do 
in fact exist in Russia’s overall nuclear inventory, and that significant 
advances have been made to such capabilities in recent years.70 

It appears probable that, despite the absence of empirical 
proof, Moscow is indeed attempting to fabricate usable EMP weap-
ons as part of its nuclear weapons program, which is now undergoing 
significant upgrades. Significantly, the possibility of the use of EMP 
weapons could easily be harmonized with the new thinking in Rus-
sia about limited or tailored nuclear war scenarios.71 As experts have 
noted, not only has Moscow violated existing arms control treaties, 
it is building new nuclear weapons even as it is refurbishing existing 
ones and devising weapons based upon “new physical principles” that 
will be both counterforce and countervalue in nature. By their nature, 
EMP weapons will figure prominently in any such scenario. 
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fuTure Weapons
Due to rapid advances in technology, recent years have seen unmanned 
aerial vehicles become a global weapon of choice. Some 80 countries are 
estimated to currently possess UAV capabilities, and this number will only 
continue to grow.72 

The relatively low cost of such capabilities, as well as their com-
bat and commercial potential, make them attractive to Russia (as well 
as to other governments). Indeed, such technologies are already being 
deployed by Russia for a range of tactical operations. The Russian gov-
ernment has utilized drones for information collection (including nav-
igation, mapping, and ecological investigation) in the Arctic region,73 
and outlined plans to deploy UAVs on the Kuriles, territory contested 
with Japan, as part of its efforts to solidify its claims over those disput-
ed islands.74 Other mentions of “combined arms” in the Middle East 
suggest that Russian Special Forces are utilizing drones as part of the 
country’s military mission in Syria, to strengthen the strike capability 
of Russian aircraft.75 

Meanwhile, in Ukraine, Russian UAV deployments have pro-
vided tactical advantages to ground forces on a level that Ukraine’s 
government cannot match. In March 2015, Defense One reported that 
“groups like DPR [the self-proclaimed Donetsk People’s Republic] use 
highly sophisticated Russian-made unmanned aerial vehicles, or UAVs, 
to collect data to target missiles and artillery fire, which has proven to 
be an enormous advantage on the battlefield.”76 Russian forces, along 
with the separatists they back, possess “the latest and most sophisticat-
ed signal jamming and GPS-spoofing technology from suppliers like 
the Moscow-based Radio-Electronic Technologies Corporation, or 
KRET, and expensive, truck-based anti-aircraft [jamming] systems like 
the Krasuka-2.” 77 In addition, Russian and Russian-backed militias of-
ten carry handheld micro-drones which survey tactical space nearby—
allowing them to quickly direct artillery and mortar fire to devastating 
effect on Ukrainian troops. A Fort Leavenworth assessment further 
found that “A UAV-to-attack pattern is emerging in the [Donbass] 
region.”78 To wit, Ukrainian troops generally report that, once they see 
Russian mini-drones, “they know in the next 10-15 minutes, there’re 
going to be rockets landing on top of them… [not] precision fire, but 
heavy bombardment.”79 Finally, Russia appears to be emphasizing use 
of UAVs to reconnoiter urban and industrialized areas.80

The movement toward UAVs, not to mention the quest for weap-
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ons based on “new physical principles”—biological or otherwise—is not 
confined to Russia, and bespeaks a broader global process that is currently 
underway. Russian experts and leaders are well aware of these trends, and 
seek to harness them for their own ends. 

For instance, Russian writers have previously written about the 
potential results of combining biological with kinetic or cyber weapons 
to affect the psychology and behavior of a given target.81 This revolution 
also comprises weapons based on hypersonics, advanced UAVs that will 
possess capabilities beyond those currently extant, and such new trends 
as 3-D or additive printing, robotics, artificial intelligence (AI), lasers, 
indoor farming, renewable energy sources, and composite materials, to 
mention only a few existing trends that are already revolutionizing the 
global economy. 

Inevitably this revolution will affect the making of war, just as the 
existing “revolution in military affairs” (RMA) has done. There is reason 
to believe that the U.S. is well placed to lead in this technological pro-
cess, while Russia—as a result of its economic stagnation and domestic 
policy choices—will continue to lag behind. This, in turn, suggests that 
the Kremlin will once again be forced to continuously develop innovative 
stratagems, tactics, and combinations to keep up with the pace of change.

For example, in 2012, Russian defense analyst Anatoly Tsyganok, 
head of the Military Forecasting Center in Moscow, opined that new weap-
ons of the future would consist of high-speed kinetic weapons, beam weapons 
using directed energy, lasers, electromagnetic weapons, infrasonic weapons, 
and a range of other capabilities.82 That call has been echoed at the official lev-
el, with President Putin himself reportedly saying that Russia was working on 
weapons that could elevate human beings’ temperature to intolerable levels, 
and that those weapons could serve as “entirely new instruments for achieving 
political and strategic goals.” 83 “Such high-tech weapons systems will be com-
parable in effect to nuclear weapons, but will be more acceptable in terms of 
political and military ideology,” Putin stated.84

Signs of such movement are already visible. Russia is known to be 
working on hypersonic weapons that will be deployed by 2020, including the 
launching of an SS-19 ICBM upon which the hypersonic warhead is mount-
ed, and which can evade any conceivable missile defense.85 Simultaneously, it 
is developing a sea-based hypersonic cruise missile that travels at Mach 6 to 
destroy sea and land targets, as well as a hypersonic submarine-launched cruise 
missile which will eventually be fitted to coastal missile launchers, surface ves-
sels, and aircraft as well.86 These initiatives, many Russian analysts believe, will 
not only advance Russian military capabilities and the defense sector, but over 
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time also will become “the backbone” of Russia’s overall economy.87  
Progress is visible in other domains as well. For example, in Ukraine, 

which now serves as a military laboratory of sorts for the Kremlin, Russia is 
clearly working to devise cyber and/or electronic capabilities to use in attack-
ing enemy UAVs.88 In space, too, Russia is combining technologies, to lethal 
effect. Moscow is said to be considering the development of so-called “jam-
mer” satellites to conduct electronic warfare in space or from space.89 Russia is 
likewise continuing to build upon Soviet-era work on anti-satellite weapons, 
presumably also involving “new physical principles” or innovative combina-
tions of existing technologies.90 These programs only serve to confirm U.S. 
anxieties about both Russian plans to target space as a theater of war in the 
event of future conflict.91

Nor is Russia ignoring electronics and lasers. In August 2016, 
Deputy Defense Minister Yuri Borisov claimed that Russia had already 
put some laser weapons into service, apparently referring to an airborne 
laser on the base of an IL-76 military transport aircraft that could destroy 
enemy optical-electronic systems and various kinds of weapon-control 
sensors.92 In electronics, Russian scientists claim to have discovered a series 
of unique compact generators that can produce high-energy pulses of hun-
dreds or even thousands of megawatts that could clearly be used for EMP 
weapons.93 Other Russian scientists claim that they have created a series of 
small suitcases that can instantly deactivate all the electronic components 
of enemy weapons systems using radio electronic components.94 However, 
none of these capabilities have been deployed or observably verified. Nev-
ertheless they do indicate, at a minimum, the kinds of capabilities Russia 
hopes to acquire for use against U.S. and allied militaries and civilians.

The shape of Things To Come
The above lines of effort point inexorably to certain conclusions. First, 
Vladimir Putin and his government have formulated a comprehensive 
strategy for asymmetry that encompasses—to use the U.S. term—the 
“whole of government.” It goes beyond mere defense, and represents a 
comprehensive strategy that encompases all the forms of warfare cited 
here, as well as economic warfare (most prominently but not exclusively 
using energy, trade, and strategic investments in key foreign political and 
economic sectors to punish opponents and enhance Russia’s overall strate-
gic influence beyond its borders). Nevertheless, there is a distinct military 
component to this strategy, as manifested in the current focus on nuclear 
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programs and strategy and the emerging emphasis on new weapons and 
new technologies. 

Second, while this strategy relies on updated and new technolo-
gies and Moscow’s perception of the contemporary international system, 
it clearly has its roots in the Soviet strategy that developed after 1921 and 
the end of the Russian civil war. Simply put, we are facing a strategy that 
comprises the whole of the Russian government and derives from deeply 
rooted factors of Russian history—what George Kennan, in his day, called 
political warfare95 and what Chinese thinkers more recently have termed 
“unrestricted warfare.”96 

Familiarity with this earlier record would have led experts to cor-
rectly forecast that Moscow would indeed invade Ukraine if it determined 
that the latter was irrevocably headed toward the West, as occurred in 
2013-2014. Likewise, Russia’s current intervention in Syria was not so 
difficult to predict, based upon the Kremlin’s earlier statements regarding 
the Middle East, as well as its sporadic gunboat diplomacy in the Eastern 
Mediterranean.97 In much the same way, the operational concepts and 
strategy associated with what Moscow calls non-linear or new generation 
warfare are rooted in past Soviet and Russian practice, despite their in-
novativeness, and despite Moscow’s attribution of them to the West (and 
especially the U.S.). 

Nevertheless, the current anti-Western and anti-American strate-
gy being pursued by the Kremlin is notable, insofar as it encompasses the 
entire Russian state and all of its attendant instruments of power. While 
there is nothing particularly unconventional or asymmetric about nuclear, 
hypersonic and drone weapons, especially as these technologies are in-
creasingly diffused globally, Russia’s use of them is innovative and asym-
metrical, and represents a clear challenge to the type of conflict that the 
United States wants to fight. In this regard, the emphasis placed by Mos-
cow on electronic warfare, next generation weapons (including EMP), 
and lawfare, is a harbinger of things to come, as the Kremlin pursues its 
geopolitical aims in new and innovative ways, much to the discomfiture 
of America and the NATO alliance. 
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Iranian thinking about asymmetric war dates back long before the 
Islamic Revolution of 1979. Defense and warfare through irregular 

tactics boasts deep roots in both Islamic and Persian culture. Even the 
Prophet Mohammed is said to have been counseled by Salman Parsi, a 
Persian advisor, to create a deep and wide defensive trench to protect 
vulnerable portions of the city of Madinah (Medina in modern day 
Saudi Arabia) from external enemies and prevent their entry into the 
metropolis. This practice was prevalent in Persia at the time, and Parsi 
was apparently familiar with the technique.1 

In the years leading up to the Revolution, Iran’s conception 
of irregular warfare found its expression in the Non-Military Defense 
Organization, a small unit established in 1972 during the rule of Shah 
Mohammed Reza Pahlavi. The Organization’s focus was overwhelm-
ingly domestic; at its inception it was designed to oversee the effects 
of issues such as instability caused by natural disasters, and functioned 
under the guidance of the Prime Minister, with separate units situated 
in each of the country’s ministries.2 Externally, the Shah of Iran count-
ed on the U.S. sale of advanced weapons and aircraft to his regime to 
address military concerns.  

The 1979 Islamic Revolution swept Pahlavi from power and 
installed a religious regime in his stead. The first priority of the ruling 
clerical authority, led by the Ayatollah Ruhollah Khomeini, was to 
consolidate power at home and prevent the possibility of domestic 
unrest—tasks that were accomplished through the creation of multiple 
levels of intelligence and military institutions. Irregular warfare played 

The sTraTegies and meThods 
of iranian irregular War
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a significant role in this context, with the regime’s newly formed volun-
teer paramilitary corps, known as the Basij, creating its own Irregular 
Warfare Headquarters to respond to perceived domestic challenges.3

Over time, however, the focus of revolutionary Iran’s irregular 
warfare turned outward. With the advent of the Iran-Iraq War in 1980, 
the Basij and its constituent parts were integrated into the country’s mili-
tary as part of a mass national mobilization. The Headquarters, however, 
retained its own distinct identity. Renamed the Passive Defense Organi-
zation (PDO, Sazeman-e Padafand-e Gheir-e A’mel), it operated in collab-
oration with the government under the direction of Brigadier General 
Gholam-Reza Jalali, who was appointed to this post by the country’s Su-
preme Leader himself. In addition to the PDO, passive defense units were 
created in various governmental ministries and throughout the country’s 
numerous provinces.4

This development dovetailed with the Islamic Republic’s embrace 
of a new, confrontational foreign policy vis-à-vis the West, and its attempts 
to create and lead an “Islamic bloc” of nations as a counterweight to it. As 
part of this process, Khomeini stressed the importance of building defense 
measures capable of withstanding potential external enemies.5 The out-
break of war with Iraq added immediacy to this requirement. The conflict 
with Saddam Hussein’s regime—launched by Iraq in an effort to consol-
idate its rising power in the Arab world and replace Iran as the dominant 
state in the Persian Gulf—was multifaceted, and fed on religious schisms, 
border disputes and latent Persian-Arab differences. During the course of 
the conflict, Iranian forces used paramilitary techniques to thwart Iraqi 
incursions, and as a result became increasingly proficient in both conven-
tional and unconventional methods of warfare.

shaping forCes
After the end of the war with Iraq in 1988, three significant events helped 
to shape Iran’s approach to strategic defense. The first was the collapse 
of the Soviet Union, which left the United States as the sole remaining 
global superpower. For the Islamic Republic, the Soviet breakup repre-
sented a moment of both crisis and opportunity, confronting Tehran with 
a daunting new correlation of strategic forces in the region but simultane-
ously opening up new commercial markets in Eurasia and holding out the 
promise of new potential alliances.6

The second formative event was the 1990-1991 Gulf War. While 
Iran remained neutral in the conflict waged by coalition forces against 
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Iraq in response to Saddam Hussein’s invasion and annexation of Kuwait, 
it was nonetheless deeply affected by it. Officials in Tehran watched with 
concern as coalition air power and ground operations rapidly and deci-
sively dismantled the Iraqi military, which only several years prior had 
succeeded in inflicting massive battlefield losses upon their country. The 
course of the conflict only served to reinforce Iran’s understanding that it 
was no match for U.S. military power—and confirmed to Iranian deci-
sionmakers that they needed to eschew conventional conflicts in favor of 
irregular tactics. Through unconventional warfare, Iran hoped, it would 
be possible to deal with conventional gaps in military capabilities vis-à-vis 
the United States in the event of a future conflict. Moreover, irregular war 
held out the promise of less costly operations, and had the benefit of being 
more opaque, creating less chance for the Iranian leadership to be held 
responsible by the international community as a result.   

Finally, the 2003 American invasion of Iraq represented a threat of 
a different sort. With the overthrow of the Iraqi regime, and in light of the 
open-ended U.S.-led occupation that followed, the Iranian establishment 
suddenly found itself faced with an unwavering and powerful adversary at 
close proximity. In response, Iran quickly sealed its common border with 
Iraq, and its then-President, Mohammed Khatami, reportedly sent a letter 
proffering dialogue and a comprehensive agreement to the United States.7 
At the same time, Iran relied heavily on asymmetric tactics, activating 
Shi’a proxies within Iraq as a means of exerting control over the country’s 
political and strategic direction, in spite of Western occupation.8

These three formative events served to dramatically shape and al-
ter Iranian strategy. Over time, a clear Iranian approach to irregular war 
emerged, informed by its direct experiences with regional adversaries and 
its conclusions about the overwhelming nature of American military pow-
er. These included: 

• Eschewing and avoiding direct confrontation with the United 
States, which was perceived to have escalatory dominance in 
any conceivable conventional warfighting scenario;

•  The creation and expansion of “strategic depth” through 
proxy warfare in its immediate neighborhood and beyond 
(including in Iraq, Yemen, Bahrain and Syria); 

• Building “pockets of influence” in important regions with 
negligible Muslim populations (such as Latin America and 
parts of Africa); 

• Raising the costs for foreign forces (most directly, the United 
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States) to maintain permanent bases in the Middle East; and,
• Preventing outside influences from inflaming the country’s 

domestic situation.

ConTemporary prioriTies
Iranian thinking about defense revolves around events and circumstances 
that have precipitated victory or defeat in both traditional and modern 
warfare. In a sense, Iran’s strategic defense concerns have not changed in 
the past four decades. Declassified documents show that, in his conver-
sations with U.S. officials during the 1960s, Mohammad Reza Pahlavi 
was preoccupied with three major challenges: “Persian Gulf security, Iran’s 
defense needs, and increased oil revenues.”9 Those same external concerns 
are still central to Iran’s mindset today. 

Over the past several decades, however, Iranian thinking about 
asymmetric war has evolved in response to changing regional conditions. 
During the decade of the 2000s, Iran’s leadership observed events on 
its periphery, in Iraq and Afghanistan, with mounting concern. Tehran 
watched with trepidation as the United States entered the region in force 
after September 11, 2001—first in response to al-Qaeda as part of Oper-
ation Enduring Freedom, and subsequently via Operation Iraqi Freedom 
and the war against Saddam Hussein’s regime. The calculus of the Irani-
an leadership was mixed; on the one hand, U.S. and Coalition activity 
helped to improve the Islamic Republic’s strategic position, eliminating 
two immediate rivals and competitors (the Taliban in Afghanistan and 
Iraq’s Ba’athist regime) and leaving it without near-peer competitors in 
its immediate neighborhood. But on the other, the rapid overthrow of 
regimes in Afghanistan and then Iraq highlighted to Iranian authorities 
the vulnerability of their own position and fostered the perception that, 
should their country become a target of U.S.-sponsored military opera-
tions, there was not much that its armed forces could do about it. 

In the early 2000s, in response to these changing regional con-
ditions, then-foreign minister Kamal Kharrazi promulgated the concept 
of “deterrent defense,” a security paradigm that was designed to confront 
“a broad spectrum of threats to Iran’s national security, including foreign 
aggression, war, border incidents, espionage, sabotage, regional crises de-
rived from the proliferation of weapons of mass destruction (WMD), state 
terrorism, and discrimination in manufacturing and storing WMD.”10 
Central to this policy was a strengthening of the Iranian-driven “Axis of 
Resistance” (Mehvar-e Moghavemat), the ad hoc anti-American and an-
ti-Israeli alliance between Iran, Syria, Hezbollah, and Hamas that was led 
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by Iran. The objective of this strategy reflected Tehran’s preoccupation 
with creating “strategic depth” by fomenting instability among its neigh-
bors, instead of waiting for conflict to come to its borders. 

Another priority was self-sufficiency. Iran’s experiences during the 
eight years of war with Iraq showcased the pitfalls of relying on external 
suppliers for critical weaponry and materiel, as onetime Western partners 
(including the United States) progressively sided with—and equipped—
Saddam Hussein’s regime. Not surprisingly, the decade of the 1990s saw 
the Islamic Republic invest heavily in the creation of an independent de-
fense industry, with significant results.11 The Islamic Republic now manu-
factures a wide range of indigenously-developed or –produced technology, 
including:

• the Shahab series of short- and medium-range ballistic mis-
siles (reverse engineered from North Korea’s No Dong);

• short-range missiles and rockets such as the 200-kilometer 
Fateh and the 200-400-kilometer Zelzal, which have been 
provided to proxies like Lebanon’s Hezbollah militia;12

• multiple cruise missile variants, including the Meshkat long-
range land attack cruise missile, now under development, and 
the Qader anti-ship cruise missile;

• several domestic armored vehicle platforms, including the 
Zulfaqar battle tank, which is based on the design of the U.S. 
M60 and Russian T-72 tanks;  

• multiple varieties of domestic unmanned aerial vehicles de-
signed for a range of combat roles;13 and, 

• several domestic variants of Western combat aircraft, such as 
the Azarakhsh multi-role fighter.

This indigenous focus has contributed greatly to a long-term 
strengthening of Iran’s military capabilities, notwithstanding global con-
ditions that were, until quite recently, deeply adverse. Mohsen Rafigh-
doost, the Supreme Leader’s top advisor on Islamic Revolutionary Guards 
Corps (IRGC) issues, has publicly lauded the results of Iran’s focus on 
self-sufficiency, claiming that “today Iran is one of the few in the world 
which has become self-sufficient in defense.” The results, according to 
him, have lessened the corrosive impact of international sanctions levied 
against the Islamic Republic over the past decade-and-a-half. “We may 
not have been self-sufficient in many areas due to the sanctions’ negative 
effect,” Rafighdoost noted publicly, “but the sanctions have been ineffec-
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tive in our defense industry and military power.”14 This resilience is a key 
feature of why the Islamic Republic continues to maintain an emphasis on 
self-reliance at home.15 

Another overriding priority has been the prevention of “soft war” 
within Iran’s own borders. Harvard University professor Joseph Nye fa-
mously coined the term “soft power” in the late 1980s to describe the 
power of a country to attract or persuade based on the appeal of its cul-
ture, political ideals, and policies.16 Iran sees itself as a victim of a system-
atic onslaught of such “soft power” from the West, especially the United 
States, and its defense policy revolves around neutralizing this influence, 
even if doing so may be detrimental to the progress and growth of Iranian 
society. “Soft war,” as defined by Iranian officials, is the strategic use of 
non-military and non-conventional means to destabilize and ultimately 
topple the regime.17 

The Iranian fear of foreign influence through soft power is a peren-
nial one, and has existed since the 1979 Revolution. Of late, however, it has 
grown in response to regional political currents, as well as to pervasive West-
ern influence within the Islamic Republic. In April of 2016, the country’s 
current Supreme Leader, the Ayatollah Ali Khamenei, addressed the nation’s 
Islamic Student Association, and warned about America’s “soft war” against 
Iran, saying: “Right now with the issue of the youth, there is a compre-
hensive soft war between the Islamic Republic of Iran on the one side, and 
America, the Zionists and their followers on the other.”18 Khamenei said 
that young Iranian students should consider themselves officers in this war, 
and warned, “Westerners, especially America, want the Iranian youth to be 
without faith, cowardly, unmotivated, inactive, hopeless, optimistic toward 
the enemy, and pessimistic toward their own commanders.”19

These various considerations have helped mold the Islamic Repub-
lic’s current approach to asymmetric warfare (often couched in terms of 
“passive defense” by Iranian officials). In Iran’s fourth “Five-Year Develop-
ment Plan,”20 issued in September 2004 and spanning the years 2005-2010, 
the country’s “passive defense” goals are clearly spelled out as a series of 
non-military actions through which Iran can mitigate the loss of life, in-
frastructure, equipment, and sensitive areas to hostile operations or natural 
disasters. In the document, five major strategic principles are enumerated:

• That the enemy must not see us
• That, if the enemy sees us, it must not recognize our goals
• That, if the enemy recognizes our goals, we must not let him 

aim at us
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• That, if we are under fire, we must take the least amount of 
losses

• That we must have the ability to remake ourselves expedi-
tiously21

Iran’s contemporary asymmetric warfare strategy can be said to 
flow from these priorities.

Foremost among these is the prevention of external subversion. 
Cultural penetration has been a major issue since the start of the Islamic 
Revolution, and it is a part of the daily life, schoolbooks, TV programs, 
and campaigns. Officials have consistently sought to limit exposure to 
Western values, which are viewed as a direct threat to the primacy of the 
Iranian government. 

The term Cultural NATO was first used by Iran’s current Supreme 
Leader, the Ayatollah Ali Khamenei, in 2006, when he suggested that cul-
tural war was being waged against Iran by the West through cultural ex-
changes. Khamenei was apparently influenced in his thinking by the book 
The Cultural Cold War: The CIA and the World of Arts and Letters,22 which 
outlined the Cold War-era psychological operations tactics undertaken 
by the United States, and described how the CIA had allegedly waged 
an undercover program of cultural intervention in Western Europe. The 
book further advocates a campaign aimed at deploying certain exponents 
of intellectual freedom in the West, subsidized by the CIA, in order to win 
the hearts and minds of the local populace. 

Such a strategy is anathema to the Islamic Republic, and has 
stoked fears of potential subversion among Iranian officials. Ayatollah 
Khamenei himself has warned publicly that:

the Zionists and international rings and investors have 
designed events to advance their comprehensive goals, 
and the people’s identity is meaningless to them. This 
means the [Political] events in Countries in Asia, Africa 
and Latin America have been a subject to international 
power rings’ plots designed by the Zionists and interna-
tional investors. Their goal is to gain political power to 
infiltrate in European governments by creating private 
companies, cartels and trusts. These [establishments] pos-
sess massive cultural resources, media and publications at 
their disposal, otherwise called Cultural NATO, which I 
have recently read about, in parallel to the NATO Alli-
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ance. To encounter the former Soviet Union, they created 
a powerful military complex, but they used that to sup-
press the opposition voices in the Middle East and Asia. 
This creation, Cultural NATO, is very dangerous, and has 
gone on for many years. A combination of various media, 
including now the internet, satellite, television, and ra-
dio, made easy to work in a certain direction in order to 
control the global events.23 

Understanding how seriously Iran takes the possibility of cultur-
al penetration helps to explain why the regime limits individual liberties 
to the extent that it does. Because Iran’s government feels vulnerable to 
domestic uprisings and instability, it places major emphasis on domes-
tic intelligence, controlling social association and activity, and limiting 
and/or disrupting the growing social awareness prevalent among ordinary 
Iranians. It tightly controls individuals, groups and factions in order to 
foresee and forestall potential threats in major cities, and even overseas. 

This has included a major emphasis on control of the World-Wide 
Web. Over the past several years, and particularly since the summer 2009 
“Green Uprisings” (in which opposition activists relied heavily on the In-
ternet to organize), the Iranian regime has instituted a broad array of mea-
sures aimed at limiting the access of its citizens to the outside world via 
cyberspace. To this end, in March 2012, Supreme Leader Ali Khamenei 
issued a directive establishing a centralized agency responsible for man-
aging the country’s cyber policies. The Supreme Council of Cyberspace 
(SCC), is tasked with formulating Iran’s internet policies and devising 
plans to regulate its use in accordance with the purposes of the Iranian 
Supreme Leader.24 The SCC is in charge of managing Iran’s cyber policies, 
official Internet censorship and filtering, in addition to planning a nation-
al intranet that operates separately from the broader World-Wide Web.25 

That plan to create a national, or “halal,” Internet has not materi-
alized to date, due to various political and financial obstacles. (As of Oc-
tober of 2012, just 10,000 computers—in both private and government 
use—were found to be connected to this second Internet.26) Other official 
attempts to limit and control cyberspace, however, have proceeded apace. 
Since 2011, for example, Iran has fielded a Cyber Police unit (known as 
FATA), which, in addition to dealing with cyber crimes, has taken on 
a political role in tracking “anti-revolutionary and dissident groups who 
used Internet-based social networks.”27 FATA Police are known to be re-
sponsible for the 2012 death of blogger Sattar Beheshti, who was ostensi-
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bly arrested for “actions against national security on social networks and 
Facebook,” and for criticizing the Iranian government. Beheshti’s alleged 
torture and death in an Iranian prison sparked criticism and widespread 
condemnation by the international community.28

Iranian authorities have likewise leveled onerous new regulations 
on Internet usage and utilization within Iran, ranging from restrictive 
governmental guidelines forcing Internet cafes to record the personal in-
formation of customers—including vital data, such as names, national 
identification numbers, and phone numbers—as well as install closed-cir-
cuit cameras to keep video logs of all customers accessing the World Wide 
Web.29

But while these restrictions highlight the vulnerability of Iran’s 
regime to domestic unrest—and the extensive steps that the government 
has taken to mitigate the risk of domestic penetration and subversion—
the main focus of the Islamic Republic’s asymmetric strategy is not inter-
nal. Rather, it is directed outward, at the regime’s external enemies—most 
prominently the Sunni states of the Persian Gulf, Israel and the United 
States. 

Cyber Warfare 
In recent years, and especially in the wake of the 2010 cyber attack on its 
nuclear facilities via the Stuxnet malware, Iran has made the strengthening 
of its own cyber capabilities a major priority. While the Islamic Republic’s 
capabilities in this domain are not comparable to those of Russia or Chi-
na—at least so far—it is nonetheless capable of posing a real threat to U.S. 
critical infrastructure, its financial sector and U.S. government computer 
networks. Over the past half-decade, a number of high-profile incidents 
attributable to Iran have taken place in cyberspace. They include mul-
tiple distributed denial of service (DDOS) attacks against leading U.S. 
financial institutions, including Bank of America and the New York Stock 
Exchange, the hacking of the U.S. Navy’s unclassified computer network 
by actors linked to the Iranian government, and an extensive campaign of 
intelligence gathering aimed at the U.S. State Department.30

These attacks and intrusions can best be termed “demonstration” 
attacks. They have been calibrated to signal to U.S. policymakers that, if 
the conflict between Iran and the West escalates, Iran can use its capabil-
ities in the cyber domain to cause considerable economic damage to U.S. 
and allied interests. This threat has been termed “cyber-enabled economic 
warfare,” and constitutes a qualitatively new challenge to U.S. national 
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security, as adversaries increasingly target national and global markets to 
damage credibility, or in retaliation for U.S. policies.31

As Iran’s activism in cyberspace has expanded, so too has its cadre 
of “cyber-warriors.” There are currently estimated to be several units of 
hackers in charge of foreign or domestic cyber intrusions that are a part 
of, or embedded within, the country’s military apparatus, universities, and 
other agencies. To fight on the digital front of the “soft war,” Iran has 
also recruited civilian individuals or groups to complement its cyber op-
erations. These include hacking collectives such as the Ashyaneh Security 
Group,32 the Iranian Cyber Army,33 and the Izedeen al-Qassam Brigades.34 

Iran’s expanding interest in cyberwarfare has been mirrored by a 
surge in cyber-related funding. Since current president Hassan Rouhani 
assumed office in 2013, Iran is estimated to have increased its overall cy-
bersecurity spending twelve-fold, according to a report by British technol-
ogy research firm Small Media.35 Pledging to ramp up the country’s cyber 
capabilities, Rouhani has given the IRGC an annual cybersecurity budget 
of nearly $19.8 million.36  

Significantly, there appears to be a direct correlation between the 
lifting of U.S. and multilateral sanctions against Iran in the wake of the 
nuclear deal signed with the P5+1 powers in July of 2015 and the severity 
of cyber attacks attributed to Iranian cyber groups. The pace of Iranian 
cyber attacks appears to have slowed appreciably in the aftermath of the 
agreement, as Iran’s government works to rebuild economic and political 
ties with the outside world. (Notably, however, Iran’s cyber activism as a 
whole has not abated, with multiple hacks—albeit more subtle ones—
being attributed to Iranian entities.37) With the advent of the Trump ad-
ministration and the attendant possibility of a partial or comprehensive 
reversal of the terms of the agreement, however, there is now a growing 
likelihood of renewed Iranian cyber activities aimed at the United States 
and other nations. 

eleCTromagneTiC pulse Weapons
Electronic warfare, or Janga’l, as Iranians call it, has become increasingly 
important in Iran’s approach to modern warfare, and is today considered 
one of the pillars of the country’s asymmetric defense. Prominent among 
the methods of electronic warfare being actively considered and contem-
plated by the Iranian regime is electromagnetic pulse (EMP)—a large 
burst of energy, typically generated by a nuclear device, which can cause 
extensive damage to electronic equipment and vulnerable technological 
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structures within the blast’s line of sight. EMP attacks have the power 
to knock out a country’s electrical grid and create widespread, long-term 
disruptions in both communications and electrification. 

In recent years, the destructive potential of EMP threats has 
garnered attention from the U.S. government. The Congressional-
ly-mandated EMP Commission, in its final report, noted that “some 
potential sources of EMP threats are difficult to deter—they can be 
terrorist groups that have no state identity, have only one or a few 
weapons, and are motivated to attack the US without regard for their 
own safety.”38 Moreover, the Commission noted, “[r]ogue states, such 
as North Korea and Iran, may also be developing the capability to pose 
an EMP threat to the United States, and may also be unpredictable 
and difficult to deter.”39

Indeed, there is circumstantial evidence to suggest that Iran 
has devoted at least some time and effort to the development of such 
capabilities. In 1998, Iran test-fired a ballistic missile from a warship 
in the Caspian Sea in a ground-to-air missile shot that was interpreted 
by some analysts as being designed to simulate an EMP detonation.40 
The test indicated possible Iranian preparation for an EMP attack from 
a vessel (although the test itself lacked the range to reach anywhere 
strategically significant). Along these lines, more recent developments 
may similarly indicate that Tehran is continuing to perfect a ship-
borne missile capability for potential use as part of an EMP scenario. 
Thus, in 2012, Iran was reported to be building a submarine-launched 
missile, known as the Meshkat, with a range of more 2000 kilometers, 
capable of reaching U.S. bases in the region.41 The following year, de-
fense consultancy Jane’s further reported that satellite imagery showed 
that Iran was building a submarine at its Bandar Anzali naval base.42 

Beyond these developments, however, there is little indication 
that the Islamic Republic has specifically prioritized the development 
of EMP weapons—or that it has allocated funds to the research and 
production of this component of electronic warfare over others. Nev-
ertheless, given its attractiveness as a tool of asymmetric war, the pos-
sibility of a significant Iranian research effort to develop EMP capa-
bilities cannot be ruled out. Moreover, since the passage of the 2015 
nuclear deal, the Iranian regime has seen a surge of new trade and 
financial activity, as a result of which it now possesses greater capabil-
ity to pursue this line of effort, should it make the strategic decision 
to do so. 

Asymmetric Warfare.indb   73 5/26/17   3:01 PM



74   n   yazdian

nexT generaTion offensiVe TeChnologies
In December of 2011, a U.S. RQ-170 Sentinel unmanned aerial vehicle 
(UAV) was captured by Iranian forces in the city of Kashmar, near the 
country’s border with Afghanistan. The Iranian military announced that 
the UAV had been brought down by its cyberwarfare unit, which had 
taken control of the drone. Later, officials claimed that they had success-
fully reverse engineered the captured craft, and subsequently produced 
their own vehicle based on the pilfered technology. However, according to 
sources familiar with the RQ-170 design, the Iranian version was a static 
mock-up of the UAV, rather than an operational variant.43 

Iran’s drone capabilities have advanced significantly in the 
half-decade since the Sentinel incident. In 2012, Iran’s Revolutionary 
Guard Corps officially unveiled the Shahed-129, which ranks as the 
country’s most sophisticated UAV, with an endurance of 24 hours and 
a range of 2000 kilometers. Since then, the Shahed-129 has been put 
into active service, and during the early months of 2016, an unarmed 
Shahed overflew over the U.S. aircraft carrier Harry S. Truman in the 
Persian Gulf. In 2013, the Fotros, another drone with a range of 2,000 
kilometers, was formally unveiled by Iran. The Fotros was reported to 
be capability to carry missiles for air-to-ground attacks.44 Other drones 
that Iran has unveiled to date include the Ababil 3, the Zohal, the 
Yasir, the Talash, the Sofreh-Mahi stealth UAV, the Shahbal, the Sarir, 
the Sarad, the Sabokbal, the Raad, the Nazir, the Pars, the Karrar long-
range attack drone, the Hod Hod, the Mohajer, and the Hamaseh.45 
However, there are doubts about the operational capability of many of 
these variants, as the Iranian defense apparatus routinely exaggerates 
its domestic military production. 

Nevertheless, at least some of these drones have been put to 
use in conflict zones. For example, multiple reports suggest that Iran’s 
Revolutionary Guard Corps has fielded UAV technology in Syria in 
support of the government of Bashar al-Assad.46 Likewise, in Yemen, 
Iran appears to be bolstering the capability of Houthi forces through 
the transfer of new technology and advanced weaponry, including the 
Qasef-1 drone, to target Saudi and coalition surface-to-air missile sys-
tems.47 Moreover, Iran has been testing and deploying suicide drones 
that it claims can be used against  American vessels as part of what 
General Joseph Votel, the Commander of U.S. Central Command, has 
described as a “layered capability… to potentially dominate specific 
areas.”48
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The field of laser weapons has received significant attention from 
the Iranian defense apparatus as well. In 2013, as part of its overall drive 
for military self-sufficiency, Iran announced that it had succeeded in de-
veloping deflection technology capable of diverting Laser Weapon Sys-
tems (LAWS), as well as having created the manufacturing capability to 
build indigenous laser cannons.49 That capability appears to have been 
weaponized since; in 2015, Iran is said to have targeted a U.S. vessel in the 
Persian Gulf with a laser weapon, although it stopped short of firing on 
the U.S. craft.50 Simultaneously, the Islamic Republic continues to refine 
its use of lasers to enhance the precision strike capability of its ballistic 
missiles and shorter-range ordinance. Iran’s Air Force, for example, is now 
said to be “fully capable” of carrying out pinpoint strike operations utiliz-
ing laser-guided munitions.51 

Other Iranian investments in advanced or “next generation” 
weapons include the development of the ValFajr, an indigenous “anti-de-
ception” torpedo system,52 the creation of domestically-manufactured 
strategic aerial navigation and tracking systems, including two military 
surveillance radars, the Meraj 4 and Fajr 3,53 and a range of domestical-
ly manufactured missile systems, radars, command and control centers, 
and cyber warfare systems, which were publicly tested in a February 2017 
drill carried out in response to the application of new sanctions by the 
Trump administration.54 The development of these technologies, carried 
out while the Islamic Republic remained under far-reaching international 
sanctions because of its nuclear program, reflect the significance of asym-
metric technologies to Iran’s contemporary warfighting strategy. 

laWfare 
The term lawfare refers to the strategy of using, or misusing, international 
law as a substitute for traditional military means in order to achieve an op-
erational objective. Iran has become adept at using this tactic to advance 
its geopolitical aims, to constrain the behavior of adversaries (principally 
the United States), and to shape the regional status quo in its favor. To 
date, Iran has wielded lawfare to greatest effect in two areas: eroding the 
sovereignty of its neighbors, and diminishing the rights of dual nationals 
of Iranian decent.

The outbreak of hostilities between Iran and Iraq in 1980 was 
preceded by a string of territorial disputes between the two countries de-
spite the 1975 Algiers Agreement, and some scholars view these frictions 
to have been a principal driver.55 The conclusion of that conflict, and the 
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subsequent emergence of America’s “dual containment” doctrine toward 
both countries in the wake of the first Gulf War, helped dampen territo-
rial tensions between Baghdad and Tehran. However, in the wake of the 
removal of Saddam Hussein by coalition forces in 2003, questions of sov-
ereignty have flared anew, with Iranian forces at times encroaching onto 
Iraqi soil in violation of international law with an eye toward exploiting 
vulnerable energy resources.56 

In violation of the UN Charter’s prohibition against interference 
in the “territorial sovereignty and political independence” of other states, 
Iran has also meddled extensively in Iraq’s politics. Driven by sectarian 
considerations, and seeking to weaken its western neighbor and make it 
a satellite of Tehran, the Islamic Republic has engaged in what could be 
termed the “Lebanonization” of Iraq over the past dozen years, working 
extensively through covert intelligence and political means to expand its 
reach within the country.57 The rise of the Islamic State terrorist group 
since 2014 has served to strengthen this effort; today, Iran is estimated 
to have organized about 40 Shi’a militia groups, known as the Popular 
Mobilization Units (PMU or PMF, Al-Hashd Al-Shaabi), which it has 
progressively deployed against the Islamic State. In December 2016, the 
Iraqi government formally approved a law incorporating the PMU in 
Iraq’s armed forces—thereby setting the stage for Iran to have even greater 
influence over the political direction of the country in the future.58

Perhaps Iran’s most prominent territorial dispute, however, is over 
the Abu Musa and Tumbs islands in the Strait of Hormuz. Imperial Iran 
seized these territories in 1971 from a receding Britain as it agreed to Bah-
rain’s independence, reestablishing a claim forfeited following the First 
World War. Since then, the territories have served as a bone of contention 
between Iran and the Persian Gulf States, most directly the United Arab 
Emirates. In the wake of abortive negotiations with Abu Dhabi in the 
early 1990s, Iran has progressively militarized the territories as a means 
of strengthening its military presence in the Persian Gulf.59 It has also 
attempted to expel Emiratis living on the territories, and repopulate them 
with its own nationals.60 For their part, the UAE’s ongoing claims on the 
islands can be said to be politically motivated, and a reaction to Iran’s ag-
gressive military posture in the Persian Gulf. 

At the same time, the Iranian regime has routinely exerted control 
over dual nationals or those born in Iran in ways at variance with interna-
tional norms. Over the past several years, the Iran has arrested more than 
a dozen people holding citizenship in Iran and the U.S. and assorted other 
countries, accusing them of espionage and other national security-related 
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violations of Iranian law.61 The common aspect of these arrests has been 
their political nature, with Iran effectively using such prisoners as hostages 
in its relations with the West, as well as a penchant for treating Iranian 
law as superior to that of other nations in exerting control over these in-
dividuals.

Finally, Iran has also attempted to harness its strategic position to 
manipulate customary international law. On several occasions in the past, 
it has threatened to shut down the Strait of Hormuz, a key international 
waterway through which fully one-fifth of global oil flows.62 Although 
Iran has not carried out these threats to date, they represent a significant 
strategic danger, given the inevitable disruption to world oil traffic (and 
consequently global energy markets) that would result. It has, however, 
begun carrying out a militarization of the area through military drills 
and naval patrols in a manner that is intended to shape the behavior of 
states using the passageway for commerce and transit.63 In such a way, the 
Islamic Republic is seeking to manipulate customary international law 
surrounding the Strait, and to expand its freedom of action there at the 
expense of that of other states.  

The goal of this manipulation is strategic in nature. Iran has fre-
quently threatened that U.S. forces in the Middle East are “within range” 
of its military capabilities, and depicted American forces as interlopers in 
the region whose presence comes as a result of the permission of the Is-
lamic Republic.64 By doing so, Iranian officials clearly seek to convince the 
United States, as well as Iran’s regional neighbors, of the Islamic Republic’s 
strategic primacy and of its legal claims to the international waters of the 
Persian Gulf. 

a dynamiC aCTor
As the narrative above eloquently demonstrates, the asymmetric threat 
potential of the Islamic Republic of Iran is already significant. However, it 
is poised to expand appreciably in the years ahead. That is because, unlike 
the other countries outlined in this study, which all boast steady—albeit 
small, in the case of North Korea, and declining, in the case of Russia—
economies, Iran is both increasingly economically solvent and strategically 
potent. 

As a result of the nuclear deal concluded with the P5+1 powers in 
July 2015, Iran has experienced an economic reversal of fortune, entailing 
direct sanctions relief in excess of $10 billion, unencumbered access to 
dozens of billions more in previously-escrowed oil revenue, and a surge 
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in trade with foreign partners. This expansion of Iran’s economy is likely 
to have material effects on the country’s defense budget in the long run. 
In June of 2015, even prior the formal conclusion of the deal, Iranian 
Supreme Leader Ali Khamenei formally unveiled his government’s Sixth 
Development Plan, which outlines its intent to expand the national de-
fense budget (then at $14 billion) by nearly a third, to five percent of total 
GDP.65 That expansion was predicated on Iran’s ability to access additional 
resources. Given the importance attached by Iranian policymakers to ir-
regular warfare, it is reasonable to expect that a portion of these resources, 
now that they have become available, will be allocated to the expansion 
of the Islamic Republic’s asymmetric capabilities across multiple techno-
logical domains.

This reintegration is already having a significant effect on the 
Iran’s strategic ambitions and regional activism. Today, Iran has significant 
influence in four Arab capitals: Beirut, Lebanon; Damascus, Syria; Sana’a, 
Yemen; and Baghdad, Iraq.66 Moreover, largely unconstrained by interna-
tional sanctions, Iran is increasingly beginning to explore regions beyond 
its immediate periphery as areas of both strategic interest and asymmetric 
activity.67 

None of this, however, means a departure from Iran’s traditional 
strategy of indirect conflict and escalation. As a result of its eight-year war 
with Iraq, the Islamic Republic learned to eschew direct confrontation in 
favor of indirect means. That priority remains in effect today, and Iran can 
be expected to avoid military escalation where possible, and to take tacti-
cal steps to diffuse tensions short of war, where necessary. 

Notably, at least so far, the preponderance of Iran’s post-sanctions 
economic plans—including the implementation of banking and currency 
reforms, the development of energy reserves, and the cultivation of signif-
icant additional sources of foreign direct investment—remain mostly con-
ceptual. Nevertheless, the Islamic Republic continues to make significant 
investments in asymmetric warfare. As of this writing, Iran’s defense bud-
get is estimated to have surged by a further $1 billion.68 These expanded 
resources are likely to lead directly to further development and production 
of cutting-edge weaponry, with an emphasis on capabilities that can allow 
Iran to persevere in an asymmetric conflict. 

As Iran’s regional profile has grown, its strategic ambitions have 
increasingly begun to impinge upon America’s traditional presence in the 
greater Middle East. A series of hostile actions by the Iranian regime over 
the past year (including threats to U.S. bases, personnel and allies in the 
region69) has highlighted the growing potential for conflict between Iran 
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and the West. Should such a conflict in fact occur, it is likely to be asym-
metric in nature, as Iran leverages its growing capabilities in cyberspace, 
electronic warfare, high technology, psychological operations, and inter-
national law. 
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The Democratic People’s Republic of Korea (DPRK, or North Ko-
rea) has been locked in a zero-sum rivalry with the Republic of 

Korea (ROK, or South Korea) since two separate states were formed in 
1948 following the Korean Peninsula’s liberation from Japanese colo-
nial rule (1910-1945). During that time, Pyongyang has allocated an 
astonishing amount of resources to building up its military capabili-
ties. 

Different theoretical lenses can be applied to explain and un-
derstand the formidable security threats now posed both regionally 
and globally by the DPRK. Realism broadly can explain Pyongyang’s 
balancing behavior in a perilous region, but it fails to provide an an-
swer for the relative restraint in response to North Korean provoca-
tions that has been exercised by South Korea and Japan thus far. Nor 
does it provide adequate answers regarding the North’s military doc-
trine, or predict how Pyongyang might employ its military in a crisis 
or conflict. The DPRK leadership is obsessed with military power and 
has a worldview that is consistent with Lenin’s theory of capitalist im-
perialism—except more militant. This fixation means nuclear weapons 
and other asymmetric capabilities have become an integral part of state 
identity.

Neither do theories of economic interdependence, such as 
those that were applied to engage North Korea after the Cold War, 
adequately account for DPRK conduct. Pyongyang has demonstrated 
very little interest in multilateral security cooperation, but instead has 
viewed self-help as the only way to ensure state survival in a Hobbesian 
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world of predatory global capitalism. To that end, DPRK literature 
and state media regularly criticize international institutions as hav-
ing failed to prevent Japanese colonialism a century ago, and describe 
modern international institutions as aiming to disarm and destroy the 
DPRK. 

Rather, analysts could glean better insights into DPRK military 
doctrine and decision-making if they explore what is commonly referred 
to as “strategic culture”1—that is, North Korea’s “traditions, values, atti-
tudes, patterns of behavior, habits, symbols, achievements, and particular 
ways of adapting to the environment and solving problems with respect to 
the threat or use of force.”2 The English-language literature on North Ko-
rean strategic culture and military doctrine is sparse.3 However, there is a 
relatively extensive literature on the history of the Chosŏn Dynasty (1392-
1897), and North Korea now publishes more information and declaratory 
policy statements that are valuable for drawing inferences about its stra-
tegic culture and how the regime might use asymmetric weapons and ca-
pabilities. In sum, an examination of Korea’s history, geography, politics, 
ideology, and culture can provide insights into North Korean motivations 
for acquiring asymmetric capabilities, in addition to the current leader-
ship’s thinking about how it would use those capabilities and under what 
conditions. 

hisToriCal and geographiC influenCes          
The Korean peninsula is relatively isolated, but not completely so. His-
torically, cultural imports and military incursions mostly originated from 
Manchuria and China, and—except for the Japanese invasions in the 
1590s—the stopping power of  water shielded the peninsula from foreign 
encroachment by sea until the latter half of the 19th century. Prior to the 
Japanese colonial period, the Chosŏn Dynasty adhered to a state doc-
trine of Neo-Confucianism that disfavored commerce and military mod-
ernization. Korea experienced several conflicts and devastating invasions, 
but the “long-peace” of over 200 years after the conclusion of the second 
Manchu invasion in 1637 led Chosŏn leaders to neglect the military in 
order to prevent military leaders or factions from posing an internal threat 
to the regime.4  

In the mid-15th century, Chosŏn instituted military reforms with 
a central military bureaucracy, mainly to guard the royal family, and a 
provincial military system. The system soon developed problems with 
corruption. Officials paid bribes to secure senior military ranks as a step-
ping-stone to civilian government positions, while at the lower ranks, 
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people in the provinces paid bribes to avoid military service. The military was 
poorly manned, poorly trained, and poorly equipped. When the country faced 
external threats and invasions, ŭibyŏng (義兵) or “righteous soldier” volunteers 
mobilized to defend their local areas.5 These peasant ŭibyŏng formed the basis 
of contemporary North Korea’s concept of arming all citizens for the righteous 
defense of the country. 

Neo-Confucianism’s rituals for social order were prescribed for the fam-
ily and society, and extended to international relations as well. Chosŏn Korea 
was the most compliant tributary state in the East Asian hierarchical world or-
der, with an implicit security guarantee from its Chinese suzerain.6 As western 
powers reached Northeast Asia in the mid-19th century seeking access to ports 
and markets, Korea reacted with orthodox resistance. Failure to modernize and 
to integrate successfully into the Westphalian world order led to Korea’s annex-
ation by imperial Japan in 1910. Japan’s counterinsurgency operations were no 
match for a small number of ill-equipped guerrillas, so internal resistance was 
eliminated within about two years; independence fighters and political activists 
were pushed off the peninsula and across the Korean diaspora. 

The DPRK and ROK literatures on military history have divergent 
accounts of the region’s early military history,7 and the DPRK version is reflected 
in North Korea’s current military doctrine, which includes asymmetric warfare 
strategies. North Korean historiographers describe the Koryŏ (918-1392) and 
Chosŏn eras as periods when peasants were in a continuous struggle against 
feudalism and foreign invaders.8 These depictions are consistent with a Marx-
ist account of historical class struggle along with Lenin’s theory of imperialism, 
which resonate deeply in DPRK literature and media.9    

For example, DPRK writers quote Kim Il-sung and his views of Kore-
an peasants and their invincibility against foreign invaders:

Throughout history, foreign invaders continuously have at-
tacked our country, but they have never been able to break 
our people’s patriotism, loyalty and bravery. They have never 
been able to force our people into submission.10

Kim Jong-il expressed similar sentiments regarding the Korean people’s 
bravery and their ability to resist foreign invasions:

The Chosŏn [Korean] people have lived in our country’s land 
since long ago. They brilliantly developed the native nation-
al culture; they resisted foreign invaders and fought bravely 
against them.11  
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The DPRK literature extols the courage and resilience of Kore-
ans throughout history, even when they faced more powerful foes. The 
conflicts are depicted as having erupted when wicked foreign invaders 
attacked innocent Korean peasants to plunder their land. The Kim 
family is presented as the modern custodians of this audacious nation-
al character filled with righteousness, justice, virtuousness, dignity, 
and morality. The Korean race is described as exceptional, but at the 
same time vulnerable to foreign predators without the guidance and 
protection of the Kims.12 The Korean people under the guidance of the 
sagacious and peerless Kim family leadership is said to be invincible 
against all enemies. This type of hyperbole is part of the state’s nation-
alist narrative to reinforce the legitimacy of the state and the Kim fam-
ily dynasty. However, North Korean ideology and propaganda could 
lead to overconfidence and miscalculation during a crisis or conflict.   

The colonial experience and Kim Il-sung’s time as a gueril-
la fighter had a lasting influence on DPRK military doctrine. With 
the signing of the Japan–Korea Treaty of 1905 (the Ŭlsa Treaty) that 
made Korea a Japanese protectorate, and the subsequent annexation 
of Korea in 1910, the feeble security forces and military remnants 
of the Chosŏn period were dismantled. A rebellion was mounted in 
response, but this was crushed within a couple of years, leaving scant 
institutional memory for the new Korean state to reconstitute military 
forces between liberation in 1945 and the establishment of separate 
states in 1948. 

Following Japan’s imperial expansion into Manchuria begin-
ning with the “Manchurian Incident” on September 18, 1931, a group 
of communists met in the area of present day Yanji, Jilin Province 
to discuss armed resistance against the Japanese. According to North 
Korean accounts, Kim Il-sung attended the meeting and took the ini-
tiative to form a band of guerrilla fighters (known as the Anti-Japanese 
Guerilla Amy) on April 25, 1932, when he was just 20 years old.13 
According to other historical accounts, Kim’s unit was renamed or 
formed as the Korean People’s Revolutionary Army (KPRA; 朝鮮人
民革命軍) in March or May 1934, or sometime between February 
and May 1936. Another account has Kim’s KPRA being incorporat-
ed into the Northeast Anti-Japanese United Army (NEAJUA), which 
was formed in February 1936, when six armies were merged by the 
Manchurian Provincial Committee of the Chinese Communist Party. 
The NEAJUA designated Kim’s KPRA as the 3rd Division (later the 6th 
Division) of the NEAJUA Second Army.14  
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Kim’s guerilla experience was a life of isolation, self-sacrifice, hard-
ship, and suspicion of outsiders.15 The hardships were extraordinary, but 
those who survived formed close personal bonds and garnered the respect 
of many Koreans.16 The North Korean guerilla campaign was similar to 
that of the Chinese under Mao, but it differed in one important aspect. 
While Mao led a successful armed struggle to establish the People’s Re-
public of China in 1949, in Korea the Japanese colonists were expelled 
by foreign forces and the DPRK state was installed by the Soviet Union 
under Stalin. Nevertheless, the DPRK literature cites the anti-Japanese 
guerilla fighters as a model to enhance discipline, resolve, and loyalty in 
the contemporary Korean People’s Army (KPA).17

Even though Korea was liberated from Japanese rule over 75 
years ago, the anti-Japanese resistance and Kim Il-sung’s role in the in-
surgency remain a common theme in North Korean media, literature, 
and film. Kim Jong-il, while being groomed to succeed his father, played 
a prominent role in erecting the personality cult around him. The myths 
surrounding Kim Il-sung and his guerilla comrades began to take shape 
when Kim Jong-il started working in the Party’s Propaganda and Agita-
tion Department in 1967. Kim Jong-il’s actions are consistent with filial 
piety according to orthodox Confucian principles, but the personality cult 
was also self-serving, as it positioned him to become his father’s successor.   

dprk sTaTe objeCTiVes
In the tradition of Karl von Clausewitz, if “war is the continuation of 
politics by other means,” the KPA serves as an agent for the political lead-
ership and its goals. For the KPA, the DPRK is an authoritarian one-party 
state now under the third generation of Kim dynasty rule. According to 
its constitution,18 the DPRK is a socialist state based on the ideology and 
leadership exploits of Kim Il-sung and Kim Jong-il. Kim Il-sung estab-
lished the most supreme of all social and political systems for the nation, 
and Kim Jong-il is the savior of socialist Korea. Kim Jong-il saved the 
DPRK from wicked imperialist forces when socialism collapsed elsewhere. 
He did so by making it strong in terms of political ideology, strategic ca-
pabilities (making it a nuclear state) and military power. Under the official 
narrative, the Kims always took care of the people and practiced benevo-
lent politics (hence the family’s leadership position cannot be challenged). 
In the 10,000-year history of the Korean revolution, the ideology and 
leadership of the Kims constitute a fundamental national asset that guar-
antees the DPRK’s prosperity. The constitution also requires the DPRK 
to protect the ideology and achievements of Kim Il-sung and Kim Jong-il, 
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and to complete the work of the chuch’s revolution. In the official con-
ception of the state, the territory of the DPRK includes the whole Korean 
peninsula and its surrounding islands, and the DPRK represents the in-
terests of all the Korean people.19 Furthermore, all state activities in the 
DPRK must be done under the guidance of the Korean Workers Party. 20

Generally, North Korea’s political, social, and economic systems 
closely resemble those under the classical communist systems of the 20th 
century.21 However, the North also maintains a hierarchical social system 
reminiscent of the Confucian order with a leader who is revered as a living 
deity. Furthermore, North Korea fought a fratricidal war with the South 
and has survived despite the collapse of socialism in the former Eastern 
Bloc and a horrific famine in the mid-1990s. The DPRK has modified its 
state ideology into a more militant version of traditional Marxism-Lenin-
ism22 to explain and to account for the collapse of socialism elsewhere, and 
to shore up the revolutionary zeal of North Koreans who must “complete 
the revolution by liberating the South.”23 Under former leader Kim Jong-
il, “sŏn’gun [military first; 先軍] revolutionary ideology was established to 
create a new path to advance great socialist achievements and the road to 
victory.”24

The North recovered more quickly from the Korean War, but by 
the late 1970s the DPRK economy began to exhibit the typical inefficien-
cies of central planning,25 and Pyongyang began to fall behind Seoul in 
economic performance. The North’s economic decline accelerated with 
the termination of Soviet subsidies in the early 1990s, leading to a decline 
in the state’s formal economic sector.26 The inter-Korean balance of power, 
in other words, has shifted drastically against Pyongyang. South Korea’s 
population of 50 million is twice that of the North, and the ROK’s eco-
nomic output is now about 45 times that of the DPRK. Furthermore, the 
ROK has the support of its treaty ally, the United States.  

This shifting balance has pushed North Korea to rely increasing-
ly upon asymmetric capabilities to support its strategic objectives, which 
are to consolidate socialism in the North (regime survival), complete the 
sŏn’gun revolution by liberating the South, and to maintain state security 
against domestic and foreign threats. However, the internal security prob-
lem of authoritarian dictatorships introduces particular command and 
control problems that affect the DPRK’s ability to use force, including 
its asymmetric capabilities. In sum, the DPRK is characterized as having 
institutional redundancy with very little delegation of authority, so deci-
sion-making is difficult and time consuming. 

Asymmetric Warfare.indb   90 5/26/17   3:01 PM



The asymmeTriC sTraTegies of The dprk   n   91

norTh korean CapabiliTies
North Korea’s development of strategic capabilities, most prominently in 
the form of nuclear weapons, is well known. The DPRK has conducted 
five nuclear tests to date, the most recent—as of this writing—on Sep-
tember 9, 2016.28 DPRK state media announced that the test was a suc-
cessful detonation of a miniaturized nuclear warhead design, and that its 
scientists and engineers can now produce a “variety of smaller, lighter and 
diversified nuclear warheads of higher strike power with a firm hold on the 
technology for producing and using various fissile materials.”29 The DPRK 
appears to be poised to conduct more tests in the future to enhance its 
nuclear capabilities, which would be consistent with the pyŏngjin line [竝
進路線]—the state strategic policy that calls for simultaneous development 
of nuclear technology (both civilian and military) and the economy.30 Af-
ter the fifth test, the ROK government announced that Pyongyang could 
conduct a sixth at any time.31   

Similarly, under the leadership of Kim Jong-un, the DPRK has 
accelerated the number of flight-tests for its missile development program. 
Pyongyang has placed two small satellites into low earth orbit, demon-
strating that it is making progress in the development of an ICBM that 
could deliver a nuclear warhead to the United States. North Korea is esti-
mated to have about 600 short-range Scud variants (火星-5/6), about 200 
Nodong medium-range ballistic missiles (MRBM), and fewer than 50 Mu-
sudan/Hwasŏng-10 (火星-10) MRBMS.32 The DPRK also is developing 
the KN-08/Hwasŏng-13 (火星-13) and the KN-14/Hwasŏng-14, which 
are road-mobile missiles with intercontinental range.33  

The DPRK is likewise developing a submarine-launched ballistic 
missile called Pukkŭksŏng-1 (北極星-1), or “North Star.” On August 24, 
2016, the DPRK flight-tested the missile to a range of about 500 kilo-
meters before splashdown in the Sea of Japan.34 On February 12, 2017, 
North Korea flight-tested the Pukkŭksŏng-2, which is solid-fueled and a 
road-mobile version. The Pukkŭksŏng-2’s range is estimated to be approx-
imately 1,100-1,200 km, so most of Japan is within its striking distance. 
Since the missile is solid-fueled, it could be launched within minutes, 
making it extremely difficult to detect and destroy before launch.35 The 
North is making faster progress with its missiles than many analysts had 
expected; some believe the Pukkŭksŏng-1 SLBM system could be deployed 
as soon as late 2018.36 If deployed, North Korea would have a nuclear 
strike capability that would enhance Pyongyang’s ability to issue coercive 
threats.   
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Less well known, however, are North Korea’s investments and 
advances in a range of asymmetric technologies and tactics. These break-
throughs represent a crucial component of North Korean warfighting 
strategy, and figure as prominently as do nuclear weapons in Pyongyang’s 
doctrine for the conduct of armed conflict. 

CyberWarfare
Today, North Korea has an advanced cyber warfare capability along with 
the personnel to conduct a wide range of network operations against its 
enemies. The DPRK began to establish its institutional structure and train 
its human resources for information technology (IT) in the 1980s, and 
in 1996 Pyongyang began to construct a national intranet, known as the 
kwangmyŏng.37 The DPRK intranet is now operational, and links libraries, 
research institutes, and other domestic entities. Few foreigners gain access 
to it, but it has nonetheless been seen by a number of foreign visitors to 
North Korea (including this author).38 Today, the DPRK can execute a 
full range of Computer Network Operations (CNO)39 in the following 
categories:  

•  Computer network attack (CNA)
•  Computer network exploitation (CNE)
•  Computer network defense (CND)
•  Influence operations, including:
•  Military information support operations (MISO)
•  Information operations (IO)
•  Propaganda
•  Cyber crime
•  Cyber terrorism
•  Cyber (physical) weapons40

Computer network operations are split between the KPA General 
Staff and the Reconnaissance General Bureau (RGB), also known as KPA 
Unit 586.41 In peacetime, the General Staff is subordinate to the Minis-
try of the People’s Armed Forces, but during wartime it comes under the 
direct control of the KPA Supreme Commander. The RGB is tasked with 
intelligence collection through CNE and other operations against the 
South.42 The General Staff’s Electronic Warfare Department (also known 
as the Command Automation Department) is responsible for military 
communications and electronic warfare operations. The department has 
two brigade-level electronic warfare units with about 600 staff each. Each 
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forward-based Army Corps has Command Automation Sections staffed 
with about 60-100 personnel near the DMZ. These units likely would 
execute GPS jamming and other electronic warfare operations in conjunc-
tion with cyberattacks during a conflict.43

The RGB conducts intelligence and special operations against the 
South,42 and it is suspected of having conducted the torpedo attack that 
sank the South Korean vessel Ch’ŏnan in March 2010. The RGB’s De-
partment 121 (also known as the Electronic Reconnaissance Department 
or Cyber Warfare Guidance Department) is staffed with about 3,000 
personnel who conduct computer network attacks and exfiltration opera-
tions. The RGB also controls Office 91, a cyberattack unit, and Office 31 
and Office 32, which conduct influence operations against South Kore-
ans through email phishing. The RGB’s Data Investigation Examination 
Office conducts cyber espionage by collecting intelligence data on foreign 
politics, economics, and societies.44 

The RGB’s 110 Institute (also known as the Technical Recon-
naissance Group) conducts computer network operations against foreign 
military units and designated strategic organizations. The 110 Institute 
has sent cyber operatives to China posing as trading company employees 
to conduct cyber operations, and the 110 Institute was likely the entity 
that executed the cyberattack against the Sony corporation, as well as the 
distributed denial-of-service (DDoS) and malware attacks against South 
Korea in July 2009, March 2011, March and June 2013, and late 2014.45 
Furthermore, North Korea is suspected of having hacked South Korea’s 
Cyber Command in September 2016; if true, the 110 Institute is the 
likely culprit.46 In response to the 2014 Sony attack, the United States 
imposed sanctions against the RGB in January 2015.47 

If the DPRK were to launch a preventive war or preemptive strikes 
against the ROK, large-scale cyberattacks in conjunction with other forms 
of electronic warfare almost certainly would be launched in the earliest 
phase in an effort to degrade the C4ISR (Command, Control, Communi-
cations, Computers, Intelligence, Surveillance and Reconnaissance) capa-
bilities of the South Korean armed forces and U.S. Forces Korea (USFK). 
The KPA’s success in this realm would be critical if it hopes to have any 
chance of achieving its broader military objectives quickly before the con-
ventional balance works against the KPA.
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eleCTromagneTiC pulse 
There are basically two types of electromagnetic pulse (EMP) weapons: 
nuclear and non-nuclear. Nuclear EMP weapons are detonated at a high 
altitude between about 40 and 600km above a target, where the blast 
emits gamma rays that create an electromagnetic pulse, which in turn 
causes physical damage to electronics but causes no direct physical harm 
to humans.48 This effect was observed by both Americans and Soviets in 
the early 1960s, when they each conducted nuclear tests in the atmo-
sphere.  

Nuclear EMP weapons are simpler than non-nuclear devices in 
some aspects—the electromagnetic pulse is an automatic side effect of a 
nuclear explosion. The EMP blast effect depends upon the type of weap-
ons and the altitude of detonation. However, a large yield is not necessary; 
a small, first-generation device with a yield of 20 kilotons or so is sufficient 
to cause extensive damage. Some analysts are concerned that the DPRK 
now has the capability to execute a large EMP attack that could cover 
practically all of the 48 contiguous United States.49 North Korea reported-
ly acquired EMP technology from Russian scientists or weapons designers 
around 2004.50 One source claims that the North Koreans were able to 
acquire Russia’s technology for its nuclear EMP warhead.51 

The DPRK has launched two small satellites, the Kwang-
myŏngsŏng-3 and the Kwangmyŏngsŏng-4, and both in polar orbits. Since 
they are in low-earth orbit, they pass over the U.S. at an altitude of 
about 400~500km, which is the appropriate altitude for an EMP attack. 
Furthermore, such an attack would not require a reentry vehicle. The 
Kwangmyŏngsŏng-4 reportedly is about 200 kilograms, which is a suffi-
cient payload for a small nuclear device and no reentry vehicle. 

A nuclear EMP weapon detonated over the U.S. could cause 
extensive damage to critical infrastructure with long-lasting effects. The 
power grid, telecommunications, transportation systems, logistics, and 
financial networks could be down for weeks or months. Some analysts 
estimate it would take years to recover and that millions could die in the 
wake of social chaos and economic collapse.52 Whether the effects would 
last weeks, months, or years, DPRK strategists might believe this would 
be sufficient to prevent the U.S. from intervening on the peninsula be-
fore the KPA could accomplish its military objectives. An EMP attack 
against the U.S. could be very attractive because it would not cause 
immediate deaths and the U.S. would be preoccupied with recovery at 
home.         
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Non-nuclear EMP weapons range from the relatively simple to 
the very sophisticated. The technology surrounding advanced non-nu-
clear EMP devices is both cutting-edge and highly sensitive. The sim-
plest device is called a “flex compression generator” and is composed of 
chemical explosives, a copper coil, and capacitators.53 When detonated, 
the device creates a pulse that would be effective within a range of hun-
dreds of meters. The U.S. reportedly has developed EMP devices with a 
range of 7 kilometers, and in 2009, South Korea developed a device with 
a range of 100 meters and subsequently began development of a device 
with a range of one kilometer.54 Now, Seoul reportedly is developing 
a directed EMP weapon to intercept small North Korean unmanned 
aerial vehicles (UAVs) that have been infiltrating South Korean airspace 
in recent years.55

Given the secrecy surrounding EMP technology, much of the 
literature on DPRK EMP capabilities is speculative, particularly in the 
realm of non-nuclear tactical devices. The South Korean literature is 
similarly ambiguous regarding the KPA’s level of technology and types 
of delivery systems. The DPRK reportedly has acquired GPS jamming 
equipment from Russia and possibly modified the components to re-
verse engineer and produce their own devices.56 It is possible that the 
North Koreans could have imported technology and components to 
produce advanced non-nuclear tactical EMP devices, but the details re-
main sketchy. 

The capabilities and types of delivery systems for North Korea’s 
non-nuclear EMP weapons—trucks, aerial bombs, cruise missiles—are 
unknown. Nevertheless, at a minimum, these systems are likely to be 
employed during an assault on or conflict with the ROK. South Korea is 
quite vulnerable to such attacks, because few military facilities are hard-
ened to defend against EMP attacks. In 2012, ROK media reported that 
only three of the national military’s 221 command and control centers 
were prepared to withstand an EMP attack.57

nexT generaTion offensiVe TeChnologies
The DPRK is a follower in terms of military technology, and its most 
advanced weapons systems can be utilized for coercive purposes (both 
deterrence and compellence), as well as for offensive operations. Lim-
ited resources and the UN sanctions regime that prohibits DPRK im-
ports of all but small defensive armaments mean that the regime has 
focused on a narrow range of military modernization. These systems 
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include nuclear weapons, ballistic missiles, and submarine launched 
ballistic missiles. However, Pyongyang also has development pro-
grams for other systems such as unmanned aerial vehicles (UAVs) and 
cruise missiles.   

Over the last few years, considerable information has been re-
vealed about North Korea’s UAV program. In 2012 and 2013, DPRK 
media provided video and images of military parades and exercises 
that included North Korean drones.58 South Korean concern over 
North Korean UAVs spiked when the wreckage of four North Kore-
an UAVs was discovered in South Korean territory.59 And in August 
2015, during inter-Korean talks to resolve a crisis over a land-mine 
incident in the Demilitarized Zone (DMZ), North Korean UAVs 
were detected crossing into South Korean airspace five times.60 

Pyongyang’s interest in acquiring UAV technology dates back 
to the late 1960s or early 1970s, but the DPRK reportedly acquired 
its first UAVs from China sometime during the 1988-1990 period.61 
By the early 1990s, North Korea was reverse engineering and manu-
facturing its own first-generation UAV based on the Chinese A-4, and 
in 1994, Syria reportedly provided technology for the DR-3 Reys.62 
Pyongyang also reportedly has acquired about 10 Russian-made Ya-
kovlev Pchela-1T UAVs, which are capable of delivering real-time 
video data to command centers. North Korea additionally acquired 
technology for the U.S.-made Beechcraft MQM-107D Streaker target 
UAV from a “Middle Eastern country” (likely Syria or Egypt). Pyong-
yang has since reverse-engineered and modified this UAV to make a 
new drone with both reconnaissance and ground-attack missions.63 

Model Range Altitude Speed Flight-time Dimensions 
(length x wing-

span)

VR-3 Rey 90km 5,000m 950km/h 15 minutes 8m X 2.2m

Pchela-1T 60km 2.500m 180km/h 2 hours 2.8 X 2.2m

Panghyŏn-I/II 60km 3,000m 160km/h 2 hours 3m X 3m

New Recon/
Strike UAV

250km 12,000m 925km/h 5.5m X 3m

North Korea’s Known Unmanned Aerial Vehicles
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South Korea estimates that the North has about 300 UAVs in 
various models and configurations.64 However, this number could be a 
low estimate, and the inventory could increase as KPA demand rises and 
the North’s manufacturing capacity ramps up. The North currently has 
four basic UAV models, and reportedly is developing a new multipurpose 
model. The deployed versions are for reconnaissance missions, but one 
also can be configured for ground attack. 

laWfare 
Lawfare is a relatively new term and evolving concept. It first surfaced in 
the 1970s, before returning to the public discourse in the 1990s.65 The 
term has been used with greater frequency following a 2001 speech by 
then-U.S. Air Force Major General Charles Dunlap.66 Dunlap has since 
defined the term as “using – or misusing – law as a substitute for tradi-
tional military means to achieve an operational objective.”67 In general, 
Dunlap views lawfare as an instrument that can be used for good or ill, 
depending on who is wielding it and for what purpose.68 Legal scholars 
dispute the meaning of “lawfare,” but agree that different groups and ac-
tors have utilized the concept in various ways to meet their strategic objec-
tives. Therefore, the term will likely continue to have multiple meanings, 
depending upon usage and context.69    

The term often has been used by some scholars to define the “ille-
gitimate use of the law” by weaker actors to undermine the U.S. military 
and the “legitimate” use of force.  However, some scholars prefer to think 
of “lawfare” as a neutral concept that also can be used to further national 
security goals while reducing the need to use force. If the concept is used 
as a Clausewitzian instrument to achieve state goals in the realm of inter-
national conflict, it must be analyzed on a case-by-case basis—since the 
actors, audiences, methods, goals, and legal frameworks can all vary.    

The DPRK case is particularly interesting, because the judicial 
system as well as state views and applications of law are significantly dif-
ferent from those of the United States. The North Korean legal system is 
similar to those found in traditional socialist countries and the former So-
viet Union, but there are some differences. In general, socialist law can be 
described as “rule by law” rather than “rule of law.”72 Soviet advisers were 
instrumental in writing the first DPRK constitution and in establishing 
the state judicial system. However, the DPRK legal code also had vestiges 
of Japanese law from the colonial period.73     

According to socialist law, the courts and legal professionals are 
under the guidance of the party. Marxists view law as an instrument for 
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ruling classes to exploit and control subordinate classes. Marxist theo-
ry postulates that once society advances to communism, the state along 
with its laws and institutions of control (police, courts, and other security 
forces) wither away. Until then, the law in socialist countries must be a 
mechanism to implement party directives and state policy under the dic-
tatorship of the proletariat. When Kim Il-sung addressed a conference of 
legal workers in 1958, he said:   

The law of our country is an important weapon for imple-
menting the policies of our State. The policies of our State 
are the policies of our Party. It is impossible to enforce the 
law without knowledge of the political line and policies of 
our Party… Our judicial functionaries are political work-
ers who implement the policies of our Party and all the 
policies of our state. Law cannot exist by itself without 
definite basis. Being a reflection of policies, law must be 
subordinated to policies and must not be divorced from 
them.74 

Socialist law has a tradition of rectifying or rehabilitating those 
with bourgeois thoughts and behavior. In the DPRK, Kim Il-sung intro-
duced the concept of “socialist law-abiding life,” to be instilled through 
mass campaigns promoting respect for public authority and the duty to 
obey all the legal norms and rules.” As scholar Patricia Goedde writes, 
Kim “effectively merged politics, law, and morality into one concept.”75

Paradoxically, DPRK law has strong elements of morality and 
behaviorism. Domestically, the state’s execution of the law is Machia-
vellian in that any means is justified to achieve party directives. Harsh 
punishment is delivered to “enemies of the state” but corrective mea-
sures can be applied to create a new moral, chuch’s man in accordance 
with the teachings of Kim Il-sung. Comparatively, Pyongyang views its 
interpretations and applications of law as being morally superior to that 
in other nations. 

The DPRK legal perspective is that international law and other 
national legal codes are morally inferior and invalid if they are in conflict 
with DPRK law. There is no room for compromise or legal adjudication 
in the Western liberal sense. When confronted with legal inconsistencies 
in the international realm, Pyongyang resorts to legalistic approaches to 
rectify the foreign perspective that challenges the Leader’s authority 
(勢), law (法), and statecraft (術).
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In the domestic realm, the judicial system is designed to serve 
party directives and goals. Pyongyang takes a similar view of internation-
al institutions and international law. From the Western perspective, the 
DPRK interpretation of international law and its actions in international 
affairs represent “lawfare” in the sense that it has manipulated or selective-
ly applied legal norms and principles for political ends. For example:

• The DPRK has been selective in its compliance with its 
international commitments, including treaties and numer-
ous bilateral agreements. On several occasions, the DPRK 
has unilaterally claimed the Korean War Armistice to be 
invalid, but in practice has continued to observe its main 
provisions. The DPRK also has sought to delegitimize the 
United Nations Command and to force the withdrawal of 
U.S. military forces from South Korea based upon legal 
arguments. 

• Pyongyang likewise has ignored or reneged on most in-
ter-Korean agreements, despite their validity under in-
ternational law. These include the Joint Declaration on 
the Denuclearization of the Korean Peninsula, the “Basic 
Agreement,” and several bilateral agreements that gov-
erned several inter-Korean projects that have since been 
terminated.

• During the Cold War, the DPRK kidnapped several South 
Korean fishermen and other foreign nationals, mostly 
Japanese. The kidnappings apparently have subsided, but 
Pyongyang still has some foreigners under detention based 
on spurious legal foundations—at least by Western liberal 
legal standards. A recent case is that of Otto Warmbier, an 
American citizen and college student who was sentenced 
to 15 years for stealing a propaganda banner. He is now 
being detained in accordance with what the North Korean 
regime has termed “wartime law.”76 

• The DPRK views all UN Security Council resolutions con-
demning its nuclear and missile tests as illegitimate. North 
Korea sees the UN as an institution used by the strong to 
exploit or control the weak. Those countries that support 
the resolutions are described as “sell-outs and lackeys of 
the American imperialists” that are violating DPRK sov-
ereignty. It has also sought to use alternative legal instru-
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ments to dilute the power of the UN. Thus, although the 
UN Security Council has decided that all launches using 
ballistic missile technology pose a threat to peace and sta-
bility, Pyongyang invokes its signature and ratification of 
the Outer Space Treaty as superseding UN Security Coun-
cil resolutions.  

• Similarly, the Supreme People’s Assembly has passed laws 
establishing the country as a “nuclear state,” as well as 
those governing space launches and the exploration of out-
er space. These laws are at odds with, and formulated in 
defiance of, UN Security Council resolutions.           

These examples are indicative of an established pattern of behav-
ior, and Pyongyang should be expected to continue to utilize “lawfare” as 
a tactic to achieve its political objectives, both regionally and globally, if 
given the opportunity to do so in the future.        

impliCaTions for souTh korea… and The u.s.
The DPRK is a dissatisfied, revisionist state that is committed to changing 
the regional and international status quo in its favor. North Korea seeks 
recognition as a peer “nuclear state,” with all of the perceived benefits that 
such standing confers. These benefits would include the formal lifting of 
the sanctions regime and international acceptance of the DPRK’s nuclear 
breakout. For South Korea, the North’s increasing asymmetric capabilities 
constitute an existential threat because Pyongyang is committed to com-
pleting “the revolution in the South” under the guidance of the Korean 
Workers Party. The North has never renounced the use of force to achieve 
its objectives. Instead, the regime has exploited power asymmetries when-
ever the opportunity arises. This means the United States, the ROK, and 
their allies must maintain a robust deterrence posture in the shadow of 
North Korea’s increasing asymmetric warfare capabilities. If deterrence 
fails, the U.S. and its allies must be prepared to use force to restore deter-
rence or to defeat DPRK aggression. In the worst case, this would mean 
an intense conflict with the Korean People’s Army.   

Such a conflict, by its nature, would heavily favor asymmetric 
capabilities. The DPRK allocates a tremendous amount of national re-
sources to its military, but still lags behind in the conventional military 
balance. North Korea maintains about 300 weapons and munitions fac-
tories, and has stockpiled munitions and supplies that likely would be de-
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pleted in only one to three months of war.77 Therefore, Pyongyang would 
have to secure its military objectives rapidly but with inferior conven-
tional weapon systems. Consequently, North Korea is focusing more and 
more resources on the development of asymmetric capabilities, including 
nuclear weapons, ballistic missiles, submarine-launched ballistic missiles, 
electronic warfare, and cyber warfare.78 DPRK military planners are aware 
of the unfavorable conventional military balance, so the KPA frequently 
conducts joint training to prepare for the integration of ground, naval, 
and air forces with its asymmetric capabilities to compensate for its con-
ventional weaknesses.79

Given the unfavorable military balance, Pyongyang has two op-
tions if it chooses to use force to achieve its strategic objectives against the 
ROK. One option is to pursue a protracted guerilla war and wear down 
its stronger foe. This strategy has been successful in several other cases, and 
has been employed more frequently in recent conflicts.80 However, suc-
cessful insurgencies by the weak against the strong need to be framed as a 
nationalistic resistance against foreign invaders, particularly democracies, 
which are seen as more sensitive to the costs of conflict.81 North Korea 
utilizes that narrative in its depiction of the United States, but nation-
al division and the existence of an alternative nation-state, the Republic 
of Korea, complicate the issue for Pyongyang. In the case of a renewed 
conflict on the Korean peninsula, a North Korean guerrilla insurgency is 
unlikely to succeed; indeed, the North’s guerilla tactics also failed during 
the Korean War, when Pyongyang’s psychological and ideological position 
was much better than it is today.     

North Korea’s second option is to strike first and complete its mil-
itary objectives before U.S. reinforcements can arrive in support of South 
Korea.82 KPA doctrine focuses on this strategy, so posture, deployments, 
and training reflect the strategy and doctrine. The KPA’s live-fire ballis-
tic missile exercise on March 6, 2017 is a clear example of Pyongyang’s 
intention to strike U.S. bases in Japan to degrade allied support facilities 
in the case of a conflict in Korea. Whether the DPRK were to initiate 
offensive attacks in a full-scale or limited war, or in the execution of de-
fensive operations against foreign attacks, the KPA would likely employ its 
asymmetric capabilities. Furthermore, those capabilities likely would be 
used in various combinations as a force multiplier. For example, cyber-at-
tacks could be integrated with electronic warfare measures, such as Global 
Positioning System (GPS) jamming83 to degrade systems for navigation 
and intelligence, surveillance and reconnaissance (ISR). During the KPA’s 
November 2010 artillery attack against Yŏnp’yŏng Island, for example, 
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the KPA reportedly jammed South Korea’s artillery acquisition radars, and 
this disrupted the South’s counter-fire.84

In the implementation of these plans, Pyongyang’s calculus will 
be greatly influenced by the status of the U.S.-ROK alliance and the cred-
ibility of U.S. extended deterrence. A long-term goal of the Kim family 
regime has been to achieve a termination of the alliance and the with-
drawal of U.S. forces from the peninsula and Northeast Asia. The South 
Korean military is well-equipped and well-trained. Furthermore, the bal-
ance of conventional forces, as well as several indicators of national power 
(including economic output, industrial capacity, technology, population, 
and critical infrastructure), clearly favors the ROK. However, with Seoul’s 
ally out of the picture, the North Korean leadership is much more likely 
to construct a theory of victory and seek a military option to change the 
regional status quo. 
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ConCLusion: 
AdApTing To AsymmeTry 
Ilan Berman

The foregoing pages offer important insights into the nature of the 
war-fighting capabilities being developed by America’s adversaries. 

More important still, they provide compelling rationales as to why, in 
both strategic and political terms, hostile regimes are likely to prioritize 
asymmetric strategies and technologies in the event of a conflict or con-
frontation with the U.S. 

How can the United States best respond? Any such discussion 
must begin by acknowledging that American war-fighting is itself itera-
tive. To date, the U.S. military has undergone at least three distinct cycles 
of innovation, each of which was geared toward maintaining the country’s 
commanding strategic advantage through advances in defense technology 
and strategy.

The first, launched by the Eisenhower administration during the 
1950s, was designed to develop a “robust nuclear arsenal and delivery 
systems” in order to “offset” the advantages in conventional forces and 
weapons enjoyed by the Soviet Union and the broader Warsaw Pact.1 The 
second began in the late 1970s, when President Jimmy Carter’s Secretary 
of Defense, Harold Brown, instituted an “offset” that applied “advanced 
digital microelectronics and the explosion in information technology to 
a new generation of smart weapons, sensors, targeting and control net-
works.”2 This effort (continued throughout the Reagan years) was part of 
U.S. attempts to harness what came to be known as the “revolution in mil-
itary affairs”—that is, to take advantage of technological breakthroughs in 
surveillance, command and control, and ordinance and munitions guid-
ance systems in order to make military forces more effective in war.3 

Each of these cycles, in turn, provided the U.S. with concrete stra-
tegic advantages in the years that followed. Eisenhower-era investments in 
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the U.S. strategic triad, for instance, laid the groundwork for American 
primacy in the bilateral arms race with the Soviet Union that came to 
characterize the 1960s and 1970s. And while the advantage thereby creat-
ed was short-lived, with the Soviets accelerating their nuclear production 
to match and subsequently overshadow that of the U.S.,4 it nonetheless 
can be credited with helping to generate the internal economic pressures 
that contributed to the USSR’s demise. The fruits of the Carter “offset,” 
meanwhile, became apparent during the First Gulf War, which saw the 
United States achieve rapid battlefield dominance over the regime of Iraqi 
dictator Saddam Hussein through the use of high technology weapons 
and superior command & control, informational and targeting systems.5

These historical examples, in turn, paved the way for the “third 
offset” strategy launched by the Obama administration. Formally unveiled 
by then-Secretary of Defense Chuck Hagel in November 2014, the strat-
egy envisioned the creation of a “Defense Innovation Initiative” designed 
to “to identify and invest in innovative ways to sustain and advance Amer-
ica’s military dominance for the 21st century.”6 This program became part 
of a larger, multi-billion dollar effort to maintain U.S. military superiority 
in the face of adversary nations seeking to “counter our traditional mili-
tary strengths and our preferred way of operating.”7 The rationale behind 
the effort, as Hagel himself succinctly put it, is that “America does not 
believe in sending our troops into a fair fight.”8

But neither do America’s adversaries. As the preceding pages am-
ply demonstrate, today’s main state-based threats to the U.S. are united in 
their pursuit of their own respective “offset” strategies that seek to com-
pensate both for America’s military advantage and for its lead in innova-
tion. 

Today, the U.S. response to these challenges is still very much a work 
in progress. The advent of the Trump administration has created significant 
uncertainty about the future of the “offset” strategy initiated by its prede-
cessor—doubts exacerbated by the departure of Obama’s fourth Secretary of 
Defense, Ash Carter, a political scientist and technocrat, and his replacement 
with retired Marine Corps General James Mattis, a lifelong soldier. The at-
tendant shift in focus that is expected to take place in the Pentagon in com-
ing years gives rise to a fundamental question: what capabilities will the new 
White House focus on as the key to continued U.S. military superiority?9

The answer, as of this writing, is unclear. Nevertheless, in their delib-
erations, American policymakers would do well to focus on the lessons offered 
by the capabilities and approaches to asymmetric war now being pursued by 
Russia, China, North Korea and Iran. 
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inCreasing resilienCe
Though the phenomenon of EMP is not new—having been discovered 
well over half-a-century ago as an unintended byproduct of nuclear test-
ing—a lasting solution to this challenge has proven elusive. The poten-
tially catastrophic consequences of an EMP event have made the issue a 
difficult one to broach, as a matter of public policy discussion. Debates 
over the probability of such an occurrence, meanwhile, has led more than 
a few observers to minimize the associated risk—and to ridicule those who 
argue for preparedness.10 

Such complacency is not warranted, however. The threat of elec-
tromagnetic pulse is both real and potentially devastating. A high-altitude 
detonation of a nuclear device over a target nation would release a cascade 
of charged electrons that would damage and destroy that country’s electri-
cal systems, incapacitate its vital infrastructure and cause widespread dis-
order and death. In 2004, the Congressionally-mandated Commission to 
Assess the Threat to the United States from Electromagnetic Pulse (EMP) 
Attack, colloquially known as the EMP Commission, concluded that the 
damage caused by an EMP to the United States “could be sufficient to be 
catastrophic to the Nation.”11 Moreover, given America’s lack of protection 
against the phenomenon, the Commission noted, “our current vulnerabil-
ity invites attack.”

The costs of such an attack, should one occur, are staggering. 
Leading experts, including John Holdren, who served as science and tech-
nology advisor to President Obama throughout his two terms in office, 
have pegged the costs associated with national recovery from an EMP-
type event at some $2 trillion annually for a protracted process lasting as 
long as a decade.12 

It is hardly surprising, therefore, that America’s adversaries have 
invested in the development of EMP weapons for potential use in wartime 
scenarios against the United States. Indeed, all of the countries covered 
in this study have devoted considerable time and effort to the creation of 
such capabilities. The battlefield readiness of these technologies remains 
unknown, but the devastating effects of an EMP event, should one occur, 
require U.S. policymakers to take the possibility seriously and, to the ex-
tent that it is possible to do so, to mitigate it.  

Over a decade ago, the EMP Commission argued that the United 
States should undertake a national effort to reduce the vulnerability of 
interdependent infrastructure. “Most critical infrastructure system vulner-
abilities can be reduced below the level that potentially invites attempts 
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to create a national catastrophe,” it noted. “By protecting key elements in 
each critical infrastructure and by preparing to recover essential services, 
the prospects for a terrorist or rogue state being able to achieve large-
scale, long-term damage can be minimized.”13 And yet, more than a dozen 
years on, the recommendations of the EMP Commission remain largely 
an unfunded mandate, a casualty of partisan politics and a lack of political 
consensus that have conspired to thwart the emergence of a national plan 
for the robust protection of critical infrastructure. While a number of 
Congressional initiatives have attempted to address America’s vulnerabil-
ity to EMP attack (notably, the 2013 SHIELD Act and the 2014 GRID 
Act), U.S. infrastructure remains mostly unprotected against the EMP 
threat as of this writing. 

This should be seen as a significant failure of government. As the 
EMP Commission noted, “A crisis such as the immediate aftermath of an 
EMP attack is not the time to begin planning for an effective response.”14 
Rather, the time to do so is now, ahead of any potential EMP event, and 
with the understanding that serious, sustained investments in the resilien-
cy of our national infrastructure would diminish not only the impact of 
EMP weapons, but also their appeal in the calculus of America’s adversar-
ies. (Moreover, an important corollary result of such investments is that 
they would, by their nature, protect against the disruptive potential of 
associated threats, such as naturally occurring EMP events resulting from 
solar storms.)

shaping legal ouTComes
The concept of “lawfare” represents a comparatively new phenomenon, 
and one that is as yet not adequately appreciated by the U.S. govern-
ment.15 The United States has historically paid only limited attention to 
the strategic effects of law on national security decisionmaking, and to the 
potential for countries to exploit law at a subnational, national or inter-
national level to achieve strategic outcomes that may not be attainable or 
cost-effective via traditional military or diplomatic means.

America’s adversaries, by contrast, have given the subject consid-
erably more attention. As the preceding studies eloquently demonstrate, 
more and more countries have begun to “weaponize” international law 
and use it as a tool to advance their strategic interests. Moreover, while this 
strategy tends to be used intermittently, there has been an unmistakable 
quickening in recent years—reflecting the perception, now permeating in 
foreign capitals, that “lawfare” represents a useful adjunct for achieving 
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political objectives and in order to establish predicates ahead of conflict. 
Whether in the South China Sea or in the Arctic, the world is now seeing 
significant efforts by nations hostile to the United States to shape the stra-
tegic operating environment in their favor. 

When it has chosen to respond at all, the U.S. approach to these 
initiatives has been deeply deficient. America, for example, has yet to 
mount a serious, sustained challenge to Russia’s expanding territorial 
claims in the Arctic in international forums, and gives little indication of 
marshaling the military resources necessary to balance Moscow’s growing 
foray into the region.16 Similarly, Washington has paid little attention to 
the potential of Iran’s persistent territorial claims in the Persian Gulf to 
disrupt maritime traffic in the region, or to North Korea’s own concep-
tions of permissible action under international law. 

On the occasions when it has attempted to counter “lawfare,” as 
in the case of China and the South China Sea, the muddled nature of the 
U.S. response has done more harm than good in establishing firm legal 
precedent that advances American strategic values. Thus, in 2015, when 
the United States Pacific Command (USPACOM) carried out “freedom 
of navigation” operations intended to challenge China’s emerging territo-
rial claims, the legal doctrine it invoked—that of “innocent passage”17—
inadvertently strengthened China’s hand by implicitly suggesting that 
American ships were in fact traversing Chinese sovereign territory.18

Correcting this deficiency requires greater attention to be paid by 
U.S. policymakers to the creation of clear, unambiguous legal precedents 
that deny potential adversaries their desired freedom of action. In short, 
the United States should consider the establishment of a formal “lawfare” 
doctrine aimed at advancing U.S. strategic interests through the use of 
international law, and at countering the “lawfare” initiatives of other states 
in the international system.19 America’s approach in this arena should be 
guided by a core principle: that it is a vital U.S. strategic interest to estab-
lish, and then to preserve, the broadest possible freedom of action in the 
international arena through the proactive manipulation of legal principles. 

expanding The asymmeTriC knoWledge base
It is well known that, when it comes to implementation of strategy and 
the practice of politics, personnel is policy. The staffing choices made by 
various governments go a long way toward determining the effectiveness 
of its initiatives, and whether or not the policies in question are in fact 
implemented at all. The same invariably holds true for the conduct of 
asymmetric war. The corpus of professionals and experts employed and 
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empowered by the U.S. federal government in this arena will cumulatively 
help determine the effectiveness of its response to foreign use of irregular 
tactics and technology. And yet, in many areas, the knowledge base neces-
sary to do so remains undercapitalized. 

America’s approach to “lawfare” provides a case in point. Today, 
with nearly 1.4 million licensed lawyers, the U.S. boasts one of the highest 
percentages of legal professionals per capita in the industrialized world.20 
Yet the overwhelming majority of these lawyers (some 75 percent) can 
be found in private practice; less than 10 percent are employed in gov-
ernment.21 There are practical reasons for this, from vastly more lucrative 
private sector salaries to the rapid turnover rate generally associated with 
mid- to upper-level government employment. The practical effect of this 
imbalance, however, is pronounced. As a rule, the U.S. government has 
historically paid little attention to the strategic effects of law on nation-
al security decisionmaking, and to the ability of international norms to 
constrain—or conversely, to expand—the operating environment for U.S. 
foreign policy and military strategy. Altering this equation requires creat-
ing incentives (including financial ones) for legal professionals to join or 
remain in government, and establishing institutions and mechanisms that 
give them a louder voice in the national security debate over both military 
strategy and foreign policy. 

America’s cyber force, too, is in need of greater attention and in-
vestment. While recent years have seen a significant focus on the expan-
sion of cyber capabilities on the part of the U.S. government—including 
the creation of a dedicated Cyber Command within the United States mil-
itary—America’s efforts are nonetheless in danger of falling behind those 
of adversary nations. Indeed, experts have extrapolated that the cadre of 
cyber professionals employed by the People’s Republic of China alone is 
now more than five times the size of America’s.22 When the cyber forces 
of Russia, North Korea, Iran and other threat actors are factored into the 
equation, the disparity becomes even more striking. Correcting this de-
ficiency requires a national plan to bolster the ranks of America’s cyber 
workforce. Consistent with the suggestion of the Obama administration’s 
Commission on Enhancing National Cybersecurity, the Trump admin-
istration should consider significant improvements to both the size and 
competence of the contingent of professionals tasked with protecting the 
country against cyber attack.23 

A final, far-reaching change must be made in the amount of at-
tention that is paid by the federal government to the American scientif-
ic-technical base. Over the years, while the United States has managed 
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to more or less maintain its technological edge over adversary nations, 
the human base underpinning that superiority has steadily eroded. As the 
Independent Working Group, a standing collection of defense and na-
tional security experts, has noted, as of 2004, “the proportion of the U.S. 
college-aged population earning degrees in science and engineering was 
lower than that for 16 countries in Asia and Europe.”24 The implications of 
this trend for continued American primacy in the field of next generation 
weaponry are profound—and ominous. Simply put, the ongoing atrophy 
of personnel seeking careers in science and technology (S&T), and the 
resulting decline in the percentage of the U.S. workforce with competence 
in these disciplines, could, over time, diminish America’s technological 
lead over hostile nations in the development of cutting edge weaponry. 
In turn, revitalizing this sector requires the United States to increase its 
support and funding for physical science research and engineering in the 
Defense Department and other relevant federal agencies, as well as to raise 
the profile of national security and defense technology writ large in the 
nation’s colleges and universities, where much of the next generation of 
S&T professionals will be found.25

preparing for “adapTiVe asymmeTry”
Necessity, it is said, is the mother of invention, and this axiom certainly 
holds true in the context of irregular war. History is rife with examples of 
new and innovative asymmetric tactics that have been applied successfully 
by weaker states to achieve dominance on the battlefield. This dynamic, in 
turn, holds lessons for the United States as it contemplates its future mil-
itary posture and threat environment. For, while the strategic objectives 
of America’s adversaries may remain more or less constant over time, the 
methods by which each seeks to achieve these goals are liable to change, 
and to do so rapidly depending upon both political circumstances and 
technological innovation. 

This process of what could be called “adaptive asymmetry” is one 
that is as yet not entirely internalized by the U.S. government. More of-
ten than not, the U.S. strategy is largely self-referential, and does not pay 
sufficient attention to what the technologies, tactics and initiatives that 
our adversaries are pursuing in their own respective quests for strategic 
dominance. Thus, the Obama administration’s focus on reducing defense 
spending during its time in office compelled the Pentagon to “do more 
with less,” to the detriment of both deterrence and alliance solidarity.26 
Over time, these hard choices have forced U.S. military planners to focus 
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on “marginal efficiencies” rather than on doing what is most effective in 
order to counter the threats of tomorrow.27 Yet, as the foregoing chapters 
eloquently articulate, asymmetry is a dynamic process, a constantly adapt-
ing and evolving set of calculations about achieving strategic advantage 
vis-à-vis superior adversaries. The future shape of the “third offset,” or 
whatever replaces it, will need respond to this “adaptive asymmetry,” and 
aim to counter it.  

looking ahead
The study of asymmetry in warfare is a complex pursuit, spanning thou-
sands of years of history and multiple martial traditions. It is the work of 
a lifetime, and the preceding pages have only begun to scratch the surface 
of this subject. Nevertheless, it is our hope that the forgoing discussions 
can offer some context, and provide some modest suggestions, which will 
help America’s warfighters and policy planners persevere on today’s rapidly 
changing—and increasingly irregular—battlefield. 
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